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CVE CVE-2023-44373
State PUBLISHED
Assigner siemens

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-14 11:15:13 UTC
Updated 2026-04-14 09:16:33 UTC
Description Affected devices do not properly sanitize an input field. This could allow an authenticated remote attacker with administrativ

| 1|

Risk And Classification

Version Source Type Score Severity

4.0 productcert@siemens.com Secondary 9.4 CRITICAL
4.0 CNA DECLARED 9.4 CRITICAL
3.1 productcert@siemens.com Secondary 9.1 CRITICAL
3.1 CNA DECLARED 9.1 CRITICAL

Primary CVSS: v4.0 9.4 CRITICAL from productcert@siemens.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.005330000 probability, percentile 0.674160000 (date 2026-04-15)

Problem Types: CWE-74 | CWE-74 CWE-74: Improper Neutralization of Special Elements in
Output Used by a Downstream Component ('Injection’)

Vector

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H,
CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H,
CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:P/RL:O/RC:C

| »

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required


https://cve.report/
https://cve.report/CVE-2023-44373/mitre
https://cve.report/CVE-2023-44373/nist
https://cve.report/CVE-2023-44373/cve_org
https://cve.report/api/cve/CVE-2023-44373.json
https://cve.report/CVE-2023-44373.pdf
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CVSS v3.1 Breakdown
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| NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Siemens 6ag1206-2bb00-7ac2 - All All All
Operating System Siemens 6ag1206-2bb00-7ac2 Firmware All All All All

Hardware Siemens 6ag1206-2bs00-7ac2 - All All All
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http://cve.report/software/siemens/6ag1206-2bb00-7ac2
http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/6ag1206-2bs00-7ac2
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bd00-2ab2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bd00-2ab2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bd00-2tb2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bd00-2tb2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bf00-2ab2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bf00-2ab2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bf00-2tb2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5213-3bf00-2tb2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2ab2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2ab2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2ac2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2fc2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2fc2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2tb2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ba00-2tb2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ha00-2as6
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ha00-2as6_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ha00-2es6
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ha00-2es6_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ha00-2ts6
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ha00-2ts6_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ua00-5es6
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-0ua00-5es6_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-3rs00-2ac2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-3rs00-2ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-3rs00-5ac2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-3rs00-5ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4bs00-2ac2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4bs00-2ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4gs00-2ac2
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6gk5216-49gs00-2fc2 Firmware
6gk5216-4gs00-2tc2
6gk5216-4gs00-2tc2 Firmware
6gk5224-0ba00-2ac2
6gk5224-0ba00-2ac2 Firmware
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69gk5224-49gs00-2ac2 Firmware
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6gk5326-24gs00-3ar3 Firmware
6gk5326-20gs00-3rr3
6gk5326-20gs00-3rr3 Firmware
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6gk5328-4fs00-2ar3 Firmware
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4gs00-2ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4gs00-2fc2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4gs00-2fc2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4gs00-2tc2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5216-4gs00-2tc2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-0ba00-2ac2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-0ba00-2ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-4gs00-2ac2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-4gs00-2ac2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-4gs00-2fc2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-4gs00-2fc2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-4gs00-2tc2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5224-4gs00-2tc2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5324-0ba00-2ar3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5324-0ba00-2ar3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5324-0ba00-3ar3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5324-0ba00-3ar3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5326-2qs00-3ar3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5326-2qs00-3ar3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5326-2qs00-3rr3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5326-2qs00-3rr3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-2ar3
http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-2rr3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-2rr3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-3ar3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-3ar3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-3rr3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4fs00-3rr3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4ss00-2ar3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4ss00-2ar3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4ss00-3ar3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/6gk5328-4ss00-3ar3_firmware
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http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M804PB
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M826-2_SHDSL-Router
http://cve.report/vendor/Siemens
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http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3_ROK
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_NAM
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM853-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_RoW
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_EEC_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
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http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
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http://cve.report/vendor/Siemens
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http://cve.report/vendor/Siemens
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http://cve.report/vendor/Siemens
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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