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Summary

CVE CVE-2023-44387

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-05 18:15:00 UTC

Updated 2023-11-10 18:15:00 UTC

Description Gradle is a build tool with a focus on build automation and support for multi-language development. When copying or archiving symlinked files, Gradle resolves them but applies the permissions of the symlink itself instead of the permissions of the linked file to the resulting file. This leads to files having too much permissions given that symlinks usually are world readable and writeable. While it is unlikely this results in a direct vulnerability for the impacted build, it may open up attack vectors depending on where build artifacts end up being copied to or un-archived. In versions 7.6.3, 8.4 and above, Gradle will now properly use the permissions of the file pointed at by the symlink to set permissions of the copied or archived file.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gradle Gradle All All All All

References

Reference Source Link

Incorrect permission assignment for symlinked files used in copy or archiving operations · Advisory · gradle/gradle · GitHub MISC github.com

Release 8.4 · gradle/gradle · GitHub MISC github.com

October 2023 Gradle Vulnerabilities in NetApp Products | NetApp Product Security security.netapp.com

Release 7.6.3 · gradle/gradle · GitHub MISC github.com

Merge pull request #26584 Backport of fixes to 7.6.3 · gradle/gradle@3b40619 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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