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Summary

CVE CVE-2023-44390

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-05 14:15:00 UTC

Updated 2023-10-12 14:07:00 UTC

Description HtmlSanitizer is a .NET library for cleaning HTML fragments and documents from constructs that can lead to XSS attacks. The vulnerability occurs in configurations where foreign content is allowed, i.e. either `svg` or `math` are in the list of allowed elements. In the case an application sanitizes user input with a vulnerable configuration, an attacker could bypass the sanitization and inject arbitrary HTML, including JavaScript code. Note that in the default configuration the vulnerability is not present. The vulnerability has been fixed in versions 8.0.723 and 8.1.722-beta (preview version).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Htmlsanitizer Project Htmlsanitizer All All All All

Application Htmlsanitizer Project Htmlsanitizer 8.1.719 beta All All

References

Reference Source Link Tags

XSS in Foreign Content · Advisory · mganss/HtmlSanitizer · GitHub MISC github.com

Merge branch 'advisory-fix-1' · mganss/HtmlSanitizer@ab29319 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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https://cve.report/
https://cve.report/CVE-2023-44390/mitre
https://cve.report/CVE-2023-44390/nist
https://cve.report/CVE-2023-44390/cve_org
https://cve.report/api/cve/CVE-2023-44390.json
https://cve.report/CVE-2023-44390.pdf
http://cve.report/vendor/htmlsanitizer_project
http://cve.report/software/htmlsanitizer_project/htmlsanitizer
http://cve.report/vendor/htmlsanitizer_project
http://cve.report/software/htmlsanitizer_project/htmlsanitizer
https://github.com/mganss/HtmlSanitizer/security/advisories/GHSA-43cp-6p3q-2pc4
https://github.com/mganss/HtmlSanitizer/commit/ab29319866c020f0cc11e6b92228cd8039196c6e
https://www.cve.org/CVERecord?id=CVE-2023-44390
https://nvd.nist.gov/vuln/detail/CVE-2023-44390
http://cve.report/qid/995508
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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