CVE-2023-44469

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2023-44469
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-29 07:15:00 UTC
Updated 2023-10-08 19:15:00 UTC
Description A Server-Side Request Forgery issue in the OpenID Connect Issuer in LemonLDAP::NG before 2.17.1 allows authenticatec

/ |
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Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Lemonldap-ng Lemonldap \ ng All All

Reference Source Link

[SECURITY] [DLA 3612-1] lemonldap-ng security update MLIST lists.debian.org
(Web-)Insecurity Blog | Real-life OIDC Security (IV): Server-Side-Request-Forgery MISC security.lauritz-holti
Version 2.17.1 - LemonLDAP NG / lemonldap-ng - GitLab MISC gitlab.ow2.org
[Security:low] SSRF vulnerability in OIDC SSO (#2998) - Issues - LemonLDAP NG / lemonldap-ng - GitL,ab MISC gitlab.ow2.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000103 Debian Security Update for lemonldap-ng (DLA 3612-1)


https://cve.report/
https://cve.report/CVE-2023-44469/mitre
https://cve.report/CVE-2023-44469/nist
https://cve.report/CVE-2023-44469/cve_org
https://cve.report/CVE-2023-44469.pdf
http://cve.report/vendor/lemonldap-ng
http://cve.report/software/lemonldap-ng/lemonldap
https://lists.debian.org/debian-lts-announce/2023/10/msg00014.html
https://security.lauritz-holtmann.de/post/sso-security-ssrf/
https://gitlab.ow2.org/lemonldap-ng/lemonldap-ng/-/releases/v2.17.1
https://gitlab.ow2.org/lemonldap-ng/lemonldap-ng/-/issues/2998
https://www.cve.org/CVERecord?id=CVE-2023-44469
https://nvd.nist.gov/vuln/detail/CVE-2023-44469
http://cve.report/qid/6000103
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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