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Summary

CVE CVE-2023-45135

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-25 20:15:00 UTC

Updated 2023-11-02 18:06:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. In `org.xwiki.platform:xwiki-platform-web` versions 7.2-milestone-2 until 14.10.12 and `org.xwiki.platform:xwiki-platform-web-templates` prior to versions 14.10.12 and 15.5-rc-1, it is possible to pass a title to the page creation action that isn't displayed at first but then executed in the second step. This can be used by an attacker to trick a victim to execute code, allowing script execution if the victim has script right or remote code execution including full access to the XWiki instance if the victim has programming right. 

Risk And Classification

Problem Types: CWE-116

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 7.2 milestone2 All All

Application Xwiki Xwiki 7.2 milestone3 All All

References

Reference Source

jira.xwiki.org/browse/XWIKI-20869 MISC

Users can be tricked to execute scripts as the create page action doesn't display the page's title · Advisory · xwiki/xwiki-platform · GitHub MISC

XWIKI-20869: Display more information in the create action · xwiki/xwiki-platform@199e27c · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995758 Java (Maven) Security Update for org.xwiki.platform:xwiki-platform-web (GHSA-ghf6-2f42-mjh9)
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