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Summary

CVE CVE-2023-45136

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-25 20:15:00 UTC

Updated 2023-11-02 18:07:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. When document names are validated according to a name strategy (disabled by default), XWiki starting in version 12.0-rc-1 and prior to versions 12.10.12 and 15.5-rc-1 is vulnerable to a reflected cross-site scripting attack in the page creation form. This allows an attacker to execute arbitrary actions with the rights of the user opening the malicious link. Depending on the rights of the user, this may allow remote code execution and full read and write access to the whole XWiki installation. This has been patched in XWiki 14.10.12 and 15.5-rc-1 by adding appropriate escaping. The vulnerable template file `createinline.vm` is part of XWiki's WAR and can be patched by manually applying the changes from the fix.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 15.5 rc1 All All

References

Reference Source Link

Reflected XSS in the create document form if name validation is enabled · Advisory · xwiki/xwiki-platform · GitHub MISC github.com

Loading... MISC jira.xwiki.org

XWIKI-20962: Escape template provider errors during document creation · xwiki/xwiki-platform@ba56fda · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995712 Java (Maven) Security Update for org.xwiki.platform:xwiki-platform-web-templates (GHSA-qcj9-gcpg-4w2w)
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