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CVE CVE-2023-45143
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-12 17:15:00 UTC
Updated 2023-11-038 22:15:00 UTC
Description Undici is an HTTP/1.1 client written from scratch for Node.js. Prior to version 5.26.2, Undici already cleared Authorization ht
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodejs Undici All All All All

Reference Source Link 1
Merge pull request from GHSA-wqgq4-5wpv-mx2g - nodejs/undici@e041de3 - GitHub MISC github.com

HackerOne MISC hackerone.com
[SECURITY] Fedora 38 Update: nodejs18-18.18.2-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
[SECURITY] Fedora 39 Update: nodejs18-18.18.2-1.fc39 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
Cookies uncleared on cross-host / cross-origin redirect - Advisory - nodejs/undici - GitHub MISC github.com

[SECURITY] Fedora 37 Update: nodejs18-18.18.2-1.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org
Release v5.26.2 - nodejs/undici - GitHub MISC github.com

[SECURITY] Fedora 37 Update: nodejs20-20.8.1-1.fc37 - package-announce - Fedora Mailing-Lists ~ MISC lists.fedoraproject.org
[SECURITY] Fedora 38 Update: nodejs20-20.8.1-1.fc38 - package-announce - Fedora Mailing-Lists ~ MISC lists.fedoraproject.org
Cookie header not cleared on cross-origin redirect in fetch - Advisory - nodejs/undici - GitHub MISC github.com

[SECURITY] Fedora 39 Update: nodejs20-20.8.1-1.fc39 - package-announce - Fedora Mailing-Lists ~ MISC lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org C
NVD vulnerability detail NVD nvd.nist.gov C



https://cve.report/
https://cve.report/CVE-2023-45143/mitre
https://cve.report/CVE-2023-45143/nist
https://cve.report/CVE-2023-45143/cve_org
https://cve.report/CVE-2023-45143.pdf
http://cve.report/vendor/nodejs
http://cve.report/software/nodejs/undici
https://github.com/nodejs/undici/commit/e041de359221ebeae04c469e8aff4145764e6d76
https://hackerone.com/reports/2166948
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/E72T67UPDRXHIDLO3OROR25YAMN4GGW5/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HT7T2R4MQKLIF4ODV4BDLPARWFPCJ5CZ/
https://github.com/nodejs/undici/security/advisories/GHSA-q768-x9m6-m9qp
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X6QXN4ORIVF6XBW4WWFE7VNPVC74S45Y/
https://github.com/nodejs/undici/releases/tag/v5.26.2
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/LKYHSZQFDNR7RSA7LHVLLIAQMVYCUGBG/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FNA62Q767CFAFHBCDKYNPBMZWB7TWYVU/
https://github.com/nodejs/undici/security/advisories/GHSA-wqq4-5wpv-mx2g
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3N4NJ7FR4X4FPZUGNTQAPSTVB2HB2Y4A/
https://www.cve.org/CVERecord?id=CVE-2023-45143
https://nvd.nist.gov/vuln/detail/CVE-2023-45143
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161007 Oracle Enterprise Linux Security Update for 18 (ELSA-2023-5849)

161010 Oracle Enterprise Linux Security Update for nodejs:18 (ELSA-2023-5869)

161192 Oracle Enterprise Linux Security Update for nodejs:20 (ELSA-2023-7205)

242376 Red Hat Update for nodejs:18 (RHSA-2023:5849)

242385 Red Hat Update for nodejs:18 (RHSA-2023:5869)

242429 Red Hat Update for nodejs:20 (RHSA-2023:7205)

284660 Fedora Security Update for nodejs18 (FEDORA-2023-d5030c983c)

284672 Fedora Security Update for nodejs20 (FEDORA-2023-f66fc0f62a)

284673 Fedora Security Update for nodejs20 (FEDORA-2023-4d2fd884ea)

284674 Fedora Security Update for nodejs18 (FEDORA-2023-e9c04d81c1)

285187 Fedora Security Update for nodejs20 (FEDORA-2023-7b52921cae)

285188 Fedora Security Update for nodejs18 (FEDORA-2023-dbe64661af)

296106 Oracle Solaris 11.4 Support Repository Update (SRU) 64.157.2 Missing (CPUOCT2023)

356619 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-412

378951 Node.js Multiple Security Vulnerabilties (October 13, 2023 Security Release)

503388 Alpine Linux Security Update for nodejs-current

503389 Alpine Linux Security Update for nodejs

505901 Alpine Linux Security Update for nodejs

506129 Alpine Linux Security Update for nodejs-current

510683 Alpine Linux Security Update for openjdk21

755122 SUSE Enterprise Linux Security Update for nodejs18 (SUSE-SU-2023:4133-1)

755131 SUSE Enterprise Linux Security Update for nodejs18 (SUSE-SU-2023:4155-1)

755167 SUSE Enterprise Linux Security Update for nodejs18 (SUSE-SU-2023:4207-1)

907479 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs18 (31338)

907518 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs18 (31338-1)


http://cve.report/qid/161007
http://cve.report/qid/161010
http://cve.report/qid/161192
http://cve.report/qid/242376
http://cve.report/qid/242385
http://cve.report/qid/242429
http://cve.report/qid/284660
http://cve.report/qid/284672
http://cve.report/qid/284673
http://cve.report/qid/284674
http://cve.report/qid/285187
http://cve.report/qid/285188
http://cve.report/qid/296106
http://cve.report/qid/356619
http://cve.report/qid/378951
http://cve.report/qid/503388
http://cve.report/qid/503389
http://cve.report/qid/505901
http://cve.report/qid/506129
http://cve.report/qid/510683
http://cve.report/qid/755122
http://cve.report/qid/755131
http://cve.report/qid/755167
http://cve.report/qid/907479
http://cve.report/qid/907518

941306 AlmaLinux Security Update for nodejs:18 (ALSA-2023:5869)
941309 AlmaLinux Security Update for nodejs:18 (ALSA-2023:5849)
941479 AlmaLinux Security Update for nodejs:20 (ALSA-2023:7205)
961085 Rocky Linux Security Update for nodejs:20 (RLSA-2023:7205)

995583 NodedJs (Npm) Security Update for undici (GHSA-wqg4-5wpv-mx2g)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://cve.report/qid/941309
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