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Summary

CVE CVE-2023-45144

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-16 21:15:00 UTC

Updated 2023-10-20 20:00:00 UTC

Description com.xwiki.identity-oauth:identity-oauth-ui is a package to aid in building identity and service providers based on OAuth authorizations. When a user logs in via the OAuth method, the identityOAuth parameters sent in the GET request is vulnerable to cross site scripting (XSS) and XWiki syntax injection. This allows remote code execution via the groovy macro and thus affects the confidentiality, integrity and availability of the whole XWiki installation. The issue has been fixed in Identity OAuth version 1.6. There are no known workarounds for this vulnerability and users are advised to upgrade.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Oauth Identity All All All All

References

Reference

File not found · GitHub

Log in - XWiki.org JIRA

Improve escaping (#30) · xwikisas/identity-oauth@d805d31 · GitHub

Improve escaping (#30) · xwikisas/identity-oauth@d805d31 · GitHub

Privilege escalation (PR)/remote code execution from login screen through unescaped URL parameter · Advisory · xwikisas/identity-oauth · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995604 Java (Maven) Security Update for com.xwiki.identity-oauth:identity-oauth-ui (GHSA-h2rm-29ch-wfmh)

https://cve.report/
https://cve.report/CVE-2023-45144/mitre
https://cve.report/CVE-2023-45144/nist
https://cve.report/CVE-2023-45144/cve_org
https://cve.report/api/cve/CVE-2023-45144.json
https://cve.report/CVE-2023-45144.pdf
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/oauth_identity
https://github.com/xwikisas/identity-oauth/blob/master/ui/src/main/resources/IdentityOAuth/LoginUIExtension.vm#L58
https://jira.xwiki.org/browse/XWIKI-20719
https://github.com/xwikisas/identity-oauth/commit/d805d3154b17c6bf455ddf5deb0a3461a3833bc6
https://github.com/xwikisas/identity-oauth/commit/d805d3154b17c6bf455ddf5deb0a3461a3833bc6#diff-2ab2e0716443d790d7d798320e4a45151661f4eca5440331f4a227b29c87c188
https://github.com/xwikisas/identity-oauth/security/advisories/GHSA-h2rm-29ch-wfmh
https://www.cve.org/CVERecord?id=CVE-2023-45144
https://nvd.nist.gov/vuln/detail/CVE-2023-45144
http://cve.report/qid/995604


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2023-45144
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


