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Summary

CVE CVE-2023-45344

State PUBLIC

Assigner help@fluidattacks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-02 14:15:00 UTC

Updated 2023-11-09 15:23:00 UTC

Description Online Food Ordering System v1.0 is vulnerable to multiple Unauthenticated SQL Injection vulnerabilities. The '*_balance' parameter of the routers/user-router.php resource does not validate the characters received and they are sent unfiltered to the database.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Projectworlds Online Food Ordering System 1.0 All All All

References

Reference Source Link

Online Food Ordering System v1.0 - Multiple Unauthenticated SQL Injections (SQLi) | Advisories | Fluid Attacks MISC fluidattacks.com

projectworlds.in MISC projectworlds.in

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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