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Summary

CVE CVE-2023-4562

State PUBLIC

Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-13 02:15:00 UTC

Updated 2023-10-23 19:15:00 UTC

Description Improper Authentication vulnerability in Mitsubishi Electric Corporation MELSEC-F Series main modules allows a remote unauthenticated attacker to obtain sequence programs from the product or write malicious sequence programs or improper data in the product without authentication by sending illegitimate messages.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric Fx3g-14mr/ds - All All All

Operating System Mitsubishielectric Fx3g-14mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mr/es - All All All

Hardware Mitsubishielectric Fx3g-14mr/es-a - All All All

Operating System Mitsubishielectric Fx3g-14mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-14mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mt/ds - All All All

Hardware Mitsubishielectric Fx3g-14mt/dss - All All All

Operating System Mitsubishielectric Fx3g-14mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-14mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mt/es - All All All

Hardware Mitsubishielectric Fx3g-14mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-14mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mt/ess - All All All

Operating System Mitsubishielectric Fx3g-14mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-14mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-14 Mr/ds - All All All
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Hardware Mitsubishielectric Fx3g-14 Mr/ds - All All All

Operating System Mitsubishielectric Fx3g-14 Mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-14 Mr/es - All All All

Operating System Mitsubishielectric Fx3g-14 Mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-14 Mt/ds - All All All

Hardware Mitsubishielectric Fx3g-14 Mt/dss - All All All

Operating System Mitsubishielectric Fx3g-14 Mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-14 Mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-14 Mt/es - All All All

Hardware Mitsubishielectric Fx3g-14 Mt/ess - All All All

Operating System Mitsubishielectric Fx3g-14 Mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-14 Mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-232adp-mb - All All All

Operating System Mitsubishielectric Fx3g-232adp-mb Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mr/ds - All All All

Operating System Mitsubishielectric Fx3g-24mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mr/es - All All All

Hardware Mitsubishielectric Fx3g-24mr/es-a - All All All

Operating System Mitsubishielectric Fx3g-24mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-24mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mt/ds - All All All

Hardware Mitsubishielectric Fx3g-24mt/dss - All All All

Operating System Mitsubishielectric Fx3g-24mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-24mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mt/es - All All All

Hardware Mitsubishielectric Fx3g-24mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-24mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mt/ess - All All All

Operating System Mitsubishielectric Fx3g-24mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-24mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-24 Mr/ds - All All All

Operating System Mitsubishielectric Fx3g-24 Mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-24 Mr/es - All All All

Operating System Mitsubishielectric Fx3g-24 Mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-24 Mt/ds - All All All

Hardware Mitsubishielectric Fx3g-24 Mt/dss - All All All
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Operating System Mitsubishielectric Fx3g-24 Mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-24 Mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-24 Mt/es - All All All

Hardware Mitsubishielectric Fx3g-24 Mt/ess - All All All

Operating System Mitsubishielectric Fx3g-24 Mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-24 Mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-32 Mt/dss - All All All

Operating System Mitsubishielectric Fx3g-32 Mt/dss Firmware - All All All

Hardware Mitsubishielectric Fx3g-3a-adp - All All All

Operating System Mitsubishielectric Fx3g-3a-adp Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mr/ds - All All All

Operating System Mitsubishielectric Fx3g-40mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mr/es - All All All

Hardware Mitsubishielectric Fx3g-40mr/es-a - All All All

Operating System Mitsubishielectric Fx3g-40mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-40mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mt/ds - All All All

Hardware Mitsubishielectric Fx3g-40mt/dss - All All All

Operating System Mitsubishielectric Fx3g-40mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-40mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mt/es - All All All

Hardware Mitsubishielectric Fx3g-40mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-40mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mt/ess - All All All

Operating System Mitsubishielectric Fx3g-40mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-40mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-40 Mr/ds - All All All

Operating System Mitsubishielectric Fx3g-40 Mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-40 Mr/es - All All All

Operating System Mitsubishielectric Fx3g-40 Mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-40 Mt/ds - All All All

Hardware Mitsubishielectric Fx3g-40 Mt/dss - All All All

Operating System Mitsubishielectric Fx3g-40 Mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-40 Mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-40 Mt/es - All All All

Hardware Mitsubishielectric Fx3g-40 Mt/ess - All All All
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Hardware Mitsubishielectric Fx3g-40 Mt/ess - All All All

Operating System Mitsubishielectric Fx3g-40 Mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-40 Mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-485adp-mb - All All All

Operating System Mitsubishielectric Fx3g-485adp-mb Firmware - All All All

Hardware Mitsubishielectric Fx3g-4ad-adp - All All All

Operating System Mitsubishielectric Fx3g-4ad-adp Firmware - All All All

Hardware Mitsubishielectric Fx3g-4ad-pt-adp - All All All

Operating System Mitsubishielectric Fx3g-4ad-pt-adp Firmware - All All All

Hardware Mitsubishielectric Fx3g-4ad-ptw-adp - All All All

Operating System Mitsubishielectric Fx3g-4ad-ptw-adp Firmware - All All All

Hardware Mitsubishielectric Fx3g-4ad-tc-adp - All All All

Operating System Mitsubishielectric Fx3g-4ad-tc-adp Firmware - All All All
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Operating System Mitsubishielectric Fx3uc-32mt/d Firmware - All All All

Hardware Mitsubishielectric Fx3uc-64mt/d - All All All

Hardware Mitsubishielectric Fx3uc-64mt/dss - All All All

Operating System Mitsubishielectric Fx3uc-64mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3uc-64mt/d Firmware - All All All

Hardware Mitsubishielectric Fx3uc-96mt/d - All All All

Hardware Mitsubishielectric Fx3uc-96mt/dss - All All All

Operating System Mitsubishielectric Fx3uc-96mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3uc-96mt/d Firmware - All All All

Operating System Mitsubishielectric Fx3uc Firmware - All All All
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www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2023-012_en.pdf MISC www.mitsubishielectric.com

JVNVU#90509290: 三菱電機製MELSEC-Fシリーズ基本ユニットにおける不適切な認証の脆弱性 MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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