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CVE CVE-2023-45818
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-19 22:15:00 UTC
Updated 2023-10-26 16:32:00 UTC
Description TinyMCE is an open source rich text editor. A mutation cross-site scripting (mXSS) vulnerability was discovered in TinyMCE
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tiny Tinymce All All All All

Reference Sc
tinymce.html.SaxParser | Docs | TinyMCE Ml

mXSS vulnerability in TinyMCE undo/redo, getContent API, resetContent API, and Autosave plugin - Advisory - tinymce/tinymce - GitHub Ml

TinyMCE 6.7.1 | TinyMCE Documentation Ml
Just a moment... Ml
TinyMCE 5.10.8 | Docs | TinyMCE Ml
CVE Program record C\
NVD vulnerability detail N\
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995617 PHP (Composer) Security Update for tinymce/tinymce (GHSA-v65r-p3vv-jjfv)

995657 NodedJs (Npm) Security Update for tinvmce (GHSA-v65r-p3vv-iifv)
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https://cve.report/CVE-2023-45818/mitre
https://cve.report/CVE-2023-45818/nist
https://cve.report/CVE-2023-45818/cve_org
https://cve.report/api/cve/CVE-2023-45818.json
https://cve.report/CVE-2023-45818.pdf
http://cve.report/vendor/tiny
http://cve.report/software/tiny/tinymce
https://www.tiny.cloud/docs/api/tinymce.html/tinymce.html.saxparser/
https://github.com/tinymce/tinymce/security/advisories/GHSA-v65r-p3vv-jjfv
https://tiny.cloud/docs/tinymce/6/6.7.1-release-notes/#security-fixes
https://researchgate.net/publication/266654651_mXSS_attacks_Attacking_well-secured_web-applications_by_using_innerHTML_mutations
https://tiny.cloud/docs/release-notes/release-notes5108/#securityfixes
https://www.cve.org/CVERecord?id=CVE-2023-45818
https://nvd.nist.gov/vuln/detail/CVE-2023-45818
http://cve.report/qid/995617
http://cve.report/qid/995657

995660 DotNet (Nuget) Security Update for TinyMCE (GHSA-v65r-p3vv-jjfv)
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