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CVE CVE-2023-4586
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-04 11:15:00 UTC
Updated 2023-12-06 22:15:00 UTC
Description A vulnerability was found in the Hot Rod client. This security issue occurs as the Hot Rod client does not enable hostname
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Infinispan Hot Rod - All All All

Application Netty Netty All All All All

Application Netty Netty All All All All

Application Redhat Data Grid 8.0.0 All All All
References

Reference

Improper Certificate Validation in io.netty:netty-handler | Snyk

cve-details

Red Hat

2235564 — (CVE-2023-4586) CVE-2023-4586 hotrod-client: Hot Rod client does not enable hostname validation when using TLS that lead to «
CVE Program record
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-4586/mitre
https://cve.report/CVE-2023-4586/nist
https://cve.report/CVE-2023-4586/cve_org
https://cve.report/api/cve/CVE-2023-4586.json
https://cve.report/CVE-2023-4586.pdf
http://cve.report/vendor/infinispan
http://cve.report/software/infinispan/hot_rod
http://cve.report/vendor/netty
http://cve.report/software/netty/netty
http://cve.report/vendor/netty
http://cve.report/software/netty/netty
http://cve.report/vendor/redhat
http://cve.report/software/redhat/data_grid
https://security.snyk.io/vuln/SNYK-JAVA-IONETTY-1042268
https://access.redhat.com/security/cve/CVE-2023-4586
https://access.redhat.com/errata/RHSA-2023:7676
https://bugzilla.redhat.com/show_bug.cgi?id=2235564
https://www.cve.org/CVERecord?id=CVE-2023-4586
https://nvd.nist.gov/vuln/detail/CVE-2023-4586

995503 Java (Maven) Security Update for io.netty:netty-handler (GHSA-57m8-f3v5-hm5m)
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