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Summary

CVE CVE-2023-4596

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-30 02:15:00 UTC

Updated 2023-11-07 04:22:00 UTC

Description The Forminator plugin for WordPress is vulnerable to arbitrary file uploads due to file type validation occurring after a file has been uploaded to the server in the upload_post_image() function in versions up to, and including, 1.24.6. This makes it possible for unauthenticated attackers to upload arbitrary files on the affected site's server which may make remote code execution possible.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Incsub Forminator All All All All

References

Reference Source Link

WordPress Plugin Forminator 1.24.6 - Unauthenticated Remote Command Execution - PHP webapps Exploit MISC www.exploit-db.com

403 Forbidden MISC plugins.trac.wordpress.org

Forminator <= 1.24.6 - Unauthenticated Arbitrary File Upload MISC www.wordfence.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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