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Summary

CVE CVE-2023-45992

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-19 19:15:00 UTC

Updated 2023-10-31 21:15:00 UTC

Description A vulnerability in the web-based interface of the RUCKUS Cloudpath product on version 5.12 build 5538 or before to could allow a remote, unauthenticated attacker to execute persistent XSS and CSRF attacks against a user of the admin management interface. A successful attack, combined with a certain admin activity, could allow the attacker to gain full admin privileges on the exploited system.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Commscope Ruckus Cloudpath 5.12.54414 All All All

References

Reference Source Link Tags

20231016 | Security Bulletins | Ruckus Wireless Support MISC support.ruckuswireless.com

server.cloudpath/admin/enrollmentData MISC server.cloudpath

server.cloudpath MISC server.cloudpath

Universal Music Group, the world's leading music company | Home Page - UMG MISC ruckus.com

GitHub - harry935/CVE-2023-45992 MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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