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CVE CVE-2023-4607

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-25 18:17:00 UTC

Updated 2023-11-07 19:14:00 UTC

Description An authenticated XCC user can change permissions for any user through a crafted APl command.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Lenovo  Thinkagile Hx1021 Edg - All All All
Operating System Lenovo  Thinkagile Hx1021 Edg Firmware - All All All
Hardware Lenovo  Thinkagile Hx1320 - All All All
Operating System Lenovo  Thinkagile Hx1320 Firmware - All All All
Hardware Lenovo  Thinkagile Hx1321 - All All All
Operating System Lenovo  Thinkagile Hx1321 Firmware - All All All
Hardware Lenovo  Thinkagile Hx1331 - All All All
Operating System Lenovo  Thinkagile Hx1331 Firmware - All All All
Hardware Lenovo  Thinkagile Hx1520-r - All All All
Operating System Lenovo  Thinkagile Hx1520-r Firmware - All All All
Hardware Lenovo  Thinkagile Hx1521-r - All All All
Operating System Lenovo  Thinkagile Hx1521-r Firmware - All All All
Hardware Lenovo  Thinkagile Hx2320-e - All All All
Operating System Lenovo  Thinkagile Hx2320-e Firmware - All All All
Hardware Lenovo  Thinkagile Hx2321 - All All All
Operating System Lenovo  Thinkagile Hx2321 Firmware - All All All
Hardware Lenovo  Thinkagile Hx2330 - All All All
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