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CVE CVE-2023-46120
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-25 18:17:00 UTC
Updated 2023-11-01 16:42:00 UTC
Description The RabbitMQ Java client library allows Java and JVM-based applications to connect to and interact with RabbitMQ nodes.
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Vmware Rabbitmq Java Client All All All All
Reference

Release v5.18.0 - rabbitmg/rabbitmg-java-client - GitHub

Add max inbound message size to ConnectionFactory - rabbitmg/rabbitmg-java-client@714aae6 - GitHub

No message size limit in RabbitMQ Java client can lead to a remote DoS attack of consumer applications - Advisory - rabbitmg/rabbitmg-java-
Add ability to specify maximum message size - Issue #1062 - rabbitmg/rabbitmg-java-client - GitHub

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995695 Java (Maven) Security Update for com.rabbitmg:amqgp-client (GHSA-mm8h-8587-p46h)
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