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Summary

CVE CVE-2023-46137

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-25 21:15:00 UTC

Updated 2023-11-02 15:57:00 UTC

Description Twisted is an event-based framework for internet applications. Prior to version 23.10.0rc1, when sending multiple HTTP requests in one TCP packet, twisted.web will process the requests asynchronously without guaranteeing the response order. If one of the endpoints is controlled by an attacker, the attacker can delay the response on purpose to manipulate the response of the second request when a victim launched two requests using HTTP pipeline. Version 23.10.0rc1 contains a patch for this issue.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Twistedmatrix Twisted All All All All

References

Reference Source Link Tags

Disordered HTTP pipeline response in twisted.web · Advisory · twisted/twisted · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

200039 Ubuntu Security Notification for Twisted Vulnerabilities (USN-6575-1)

243135 Red Hat Update for OpenStack Platform 16.1.9 (RHSA-2024:1516)

243137 Red Hat Update for OpenStack Platform 16.2.6 (RHSA-2024:1518)

296106 Oracle Solaris 11.4 Support Repository Update (SRU) 64.157.2 Missing (CPUOCT2023)

356730 Amazon Linux Security Advisory for python-twisted : ALAS2023-2023-432
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CVE.report and Source URL Uptime Status status.cve.report

755287 SUSE Enterprise Linux Security Update for python-Twisted (SUSE-SU-2023:4490-1)

755363 SUSE Enterprise Linux Security Update for python-Twisted (SUSE-SU-2023:4608-1)

755364 SUSE Enterprise Linux Security Update for python3-Twisted (SUSE-SU-2023:4607-1)

755430 SUSE Enterprise Linux Security Update for python-Twisted (SUSE-SU-2023:4830-1)

995726 Python (Pip) Security Update for twisted (GHSA-xc8x-vp79-p3wm)
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