CVE-2023-46218

MITRE NVD

CVE.ORG Print: PDF %5

CVE CVE-2023-46218
State RESERVED
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-12-07 01:15:00 UTC
Updated 2024-01-25 14:15:00 UTC
Description

/

Risk And Classification

** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Operating System

Application Haxx

Fedoraproject

Product Version Update
Fedora 39 All
Curl All All

Edition Language
All All
All All

References

Reference

Source

CVE-2023-46218 curl Vulnerability in NetApp Products | NetApp Product Security

[SECURITY] Fedora 38 Update: curl-8.0.1-6.fc38 - package-announce - Fedora Mailing-Lists

curl.se/docs/CVE-2023-46218.html

Debian -- Security Information -- DSA-5587-1 curl

[SECURITY] [DLA 3692-1] curl security update

[SECURITY] Fedora 39 Update: curl-8.2.1-4.fc39 - package-announce - Fedora Mailing-Lists

hackerone.com/reports/2212193
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No vendor comments have been submitted for this CVE.



https://cve.report/
https://cve.report/CVE-2023-46218/mitre
https://cve.report/CVE-2023-46218/nist
https://cve.report/CVE-2023-46218/cve_org
https://cve.report/CVE-2023-46218.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/haxx
http://cve.report/software/haxx/curl
https://security.netapp.com/advisory/ntap-20240125-0007/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/UOGXU25FMMT2X6UUITQ7EZZYMJ42YWWD/
https://curl.se/docs/CVE-2023-46218.html
https://www.debian.org/security/2023/dsa-5587
https://lists.debian.org/debian-lts-announce/2023/12/msg00015.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3ZX3VW67N4ACRAPMV2QS2LVYGD7H2MVE/
https://hackerone.com/reports/2212193
https://www.cve.org/CVERecord?id=CVE-2023-46218
https://nvd.nist.gov/vuln/detail/CVE-2023-46218

Legacy QID Mappings

161400 Oracle Enterprise Linux Security Update for curl (ELSA-2024-1129)
161458 Oracle Enterprise Linux Security Update for curl (ELSA-2024-1601)
199983 Ubuntu Security Notification for curl Vulnerability (USN-6535-1)
200122 Ubuntu Security Notification for curl Vulnerability (USN-6641-1)
242745 Red Hat Update for curl (RHSA-2024:0434)

242756 Red Hat Update for curl (RHSA-2024:0452)

242817 Red Hat Update for curl (RHSA-2024:0585)

242849 Red Hat Update for curl (RHSA-2024:0428)

243026 Red Hat Update for curl (RHSA-2024:1129)

243077 Red Hat Update for JBoss Core Services (RHSA-2024:1316)
243155 Red Hat Update for curl (RHSA-2024:1601)

284810 Fedora Security Update for curl (FEDORA-2023-2121eca964)
285105 Fedora Security Update for curl (FEDORA-2023-9de8973300)
330168 IBM AIX Multiple Vulnerabilities due to curl (curl_advisory4)
379413 BIG-IP cURL Multiple Vulnerabilities (K000138650)

503683 Alpine Linux Security Update for curl

505865 Alpine Linux Security Update for curl

6000399 Debian Security Update for curl (DLA 3692-1)

6000401 Debian Security Update for curl (DSA 5587-1)

673340 EulerOS Security Update for curl (EulerOS-SA-2024-1310)
673556 EulerOS Security Update for curl (EulerOS-SA-2024-1172)
673648 EulerOS Security Update for curl (EulerOS-SA-2024-1102)
673803 EulerOS Security Update for curl (EulerOS-SA-2024-1260)
673830 EulerOS Security Update for curl (EulerOS-SA-2024-1332)
673867 EulerOS Security Update for curl (EulerOS-SA-2024-1192)
673901 EulerOS Security Update for curl (EulerOS-SA-2024-1117)

755460 SUSE Enterprise Linux Security Update for curl (SUSE-SU-2023:4650-1)

907726 Common Base Linux Mariner (CBL-Mariner) Security Update for mysal (32126-1)


http://cve.report/qid/161400
http://cve.report/qid/161458
http://cve.report/qid/199983
http://cve.report/qid/200122
http://cve.report/qid/242745
http://cve.report/qid/242756
http://cve.report/qid/242817
http://cve.report/qid/242849
http://cve.report/qid/243026
http://cve.report/qid/243077
http://cve.report/qid/243155
http://cve.report/qid/284810
http://cve.report/qid/285105
http://cve.report/qid/330168
http://cve.report/qid/379413
http://cve.report/qid/503683
http://cve.report/qid/505865
http://cve.report/qid/6000399
http://cve.report/qid/6000401
http://cve.report/qid/673340
http://cve.report/qid/673556
http://cve.report/qid/673648
http://cve.report/qid/673803
http://cve.report/qid/673830
http://cve.report/qid/673867
http://cve.report/qid/673901
http://cve.report/qid/755460
http://cve.report/qid/907726

907736 Common Base Linux Mariner (CBL-Mariner) Security Update for curl (32099-1)
941607 AlmaLinux Security Update for curl (ALSA-2024:1129)
941637 AlmaLinux Security Update for curl (ALSA-2024:1601)

961151 Rocky Linux Security Update for curl (RLSA-2024:1601)
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