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Summary

CVE CVE-2023-46244

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-07 19:15:00 UTC

Updated 2023-11-14 20:06:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. In affected versions it's possible for a user to write a script in which any velocity content is executed with the right of any other document content author. Since this API require programming right and the user does not have it, the expected result is `$doc.document.authors.contentAuthor` (not executed script), unfortunately with the security vulnerability it is possible for the attacker to get `XWiki.superadmin` which shows that the title was executed with the right of the unmodified document. This has been patched in XWiki versions 14.10.7 and 15.2RC1. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 3.2 milestone3 All All

References

Reference Source Link

jira.xwiki.org/browse/XWIKI-20625 jira.xwiki.org

github.com/xwiki/xwiki-platform/commit/41d7dca2d30084966ca6a7ee537f39ee8... github.com

Privilege escalation from script right to programming right through title displayer · Advisory · xwiki/xwiki-platform · GitHub github.com

Loading... jira.xwiki.org

XWIKI-20624: Improve title display for modified documents · xwiki/xwiki-platform@11a9170 · GitHub github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995843 Java (Maven) Security Update for org.xwiki.platform:xwiki-platform-display-api (GHSA-rmxw-c48h-2vf5)
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