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Summary

CVE CVE-2023-46249

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-31 16:15:00 UTC

Updated 2023-11-08 17:50:00 UTC

Description authentik is an open-source Identity Provider. Prior to versions 2023.8.4 and 2023.10.2, when the default admin user has been deleted, it is potentially possible for an attacker to set the password of the default admin user without any authentication. authentik uses a blueprint to create the default admin user, which can also optionally set the default admin users' password from an environment variable. When the user is deleted, the `initial-setup` flow used to configure authentik after the first installation becomes available again. authentik 2023.8.4 and 2023.10.2 fix this issue. As a workaround, ensure the default admin user (Username `akadmin`) exists and has a password set. It is recommended to use a very strong password for this user, and store it in a secure location like a password manager. It is also possible to deactivate the user to prevent any logins as akadmin.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Goauthentik Authentik All All All All

References

Reference Source Link Tags

security: fix oobe-flow reuse when akadmin is deleted (#7361) · goauthentik/authentik@2618790 · GitHub MISC github.com

Potential Installation takeover when default admin user is deleted · Advisory · goauthentik/authentik · GitHub MISC github.com

Release Release 2023.8.4 · goauthentik/authentik · GitHub MISC github.com

security: fix oobe-flow reuse when akadmin is deleted (#7361) · goauthentik/authentik@ea75741 · GitHub MISC github.com

Release Release 2023.10.2 · goauthentik/authentik · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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