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Summary

CVE CVE-2023-46255

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-31 16:15:00 UTC

Updated 2023-11-08 17:52:00 UTC

Description SpiceDB is an open source, Google Zanzibar-inspired database for creating and managing security-critical application permissions. Prior to version 1.27.0-rc1, when the provided datastore URI is malformed (e.g. by having a password which contains `:`) the full URI (including the provided password) is printed, so that the password is shown in the logs. Version 1.27.0-rc1 patches this issue.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Authzed Spicedb All All All All

References

Reference Source Link

`SPICEDB_DATASTORE_CONN_URI` is leaked when URI cannot be parsed · Advisory · authzed/spicedb · GitHub MISC github.com

Merge pull request from GHSA-jg7w-cxjv-98c2 · authzed/spicedb@ae50421 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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995793 GO (Go) Security Update for github.com/authzed/spicedb (GHSA-jg7w-cxjv-98c2)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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