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CVE CVE-2023-46277
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-10-20 05:15:00 UTC
Updated 2023-10-26 17:45:00 UTC

Description please (aka pleaser) through 0.5.4 allows privilege escalation through the TIOCSTI and/or TIOCLINUX ioctl. (If both TIOCS
i

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Edneville Please All All All All

Reference Sou
Document the privilege-escalation vulnerability in pleaser. by alexanderkjall - Pull Request #1798 - rustsec/advisory-db - GitHub MIS(

RUSTSEC-2023-0066: pleaser: Vulnerable to privilege escalation using ioctls TIOCSTI and TIOCLINUX > RustSec Advisory Database  MIS(

start new process in a new PTY (169) - Merge requests - ed neville / please - GitLab MIS(
[Git master] Vulnerable to privilege escalation using ioctls TIOCSTI and TIOCLINUX (#13) - Issues - ed neville / please - GitLab MIS(
CVE Program record CVE
NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995688 Rust (Rust) Security Update for pleaser (GHSA-cgf8-h3fp-h956)
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