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Summary

CVE CVE-2023-46327

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-02 03:15:00 UTC

Updated 2023-11-09 18:16:00 UTC

Description Multiple MFPs (multifunction printers) provided by FUJIFILM Business Innovation Corp. and Xerox Corporation provide a facility to export the contents of their Address Book with encrypted form, but the encryption strength is insufficient. With the knowledge of the encryption process and the encryption key, the information such as the server credentials may be obtained from the exported Address Book data. As for the details of affected product names, model numbers, and versions, refer to the information provided by the respective vendors listed under [References].

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujifilm Apeosport-vii 4021 - All All All

Operating System Fujifilm Apeosport-vii 4021 Firmware All All All All

Hardware Fujifilm Apeosport-vii 5021 - All All All

Operating System Fujifilm Apeosport-vii 5021 Firmware All All All All

Hardware Fujifilm Apeosport-vii C3321 - All All All

Operating System Fujifilm Apeosport-vii C3321 Firmware All All All All

Hardware Fujifilm Apeosport-vii C4421 - All All All

Operating System Fujifilm Apeosport-vii C4421 Firmware All All All All

Hardware Fujifilm Apeosport 2560 - All All All

Operating System Fujifilm Apeosport 2560 Firmware All All All All

Hardware Fujifilm Apeosport 2560 G - All All All

Operating System Fujifilm Apeosport 2560 G Firmware All All All All

Hardware Fujifilm Apeosport 3060 - All All All

Operating System Fujifilm Apeosport 3060 Firmware All All All All

Hardware Fujifilm Apeosport 3060 G - All All All

Operating System Fujifilm Apeosport 3060 G Firmware All All All All

Hardware Fujifilm Apeosport 3560 - All All All
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Hardware Fujifilm Apeosport 3560 - All All All

Operating System Fujifilm Apeosport 3560 Firmware All All All All

Hardware Fujifilm Apeosport 3560 G - All All All

Operating System Fujifilm Apeosport 3560 G Firmware All All All All

Hardware Fujifilm Apeosport 3570 - All All All

Operating System Fujifilm Apeosport 3570 Firmware All All All All

Hardware Fujifilm Apeosport 4570 - All All All

Operating System Fujifilm Apeosport 4570 Firmware All All All All

Hardware Fujifilm Apeosport 4570 G - All All All

Operating System Fujifilm Apeosport 4570 G Firmware All All All All

Hardware Fujifilm Apeosport 5570 - All All All

Operating System Fujifilm Apeosport 5570 Firmware All All All All

Hardware Fujifilm Apeosport 5570 G - All All All

Operating System Fujifilm Apeosport 5570 G Firmware All All All All

Hardware Fujifilm Apeosport C2060 - All All All

Operating System Fujifilm Apeosport C2060 Firmware All All All All

Hardware Fujifilm Apeosport C2060 G - All All All

Operating System Fujifilm Apeosport C2060 G Firmware All All All All

Hardware Fujifilm Apeosport C2560 - All All All

Operating System Fujifilm Apeosport C2560 Firmware All All All All

Hardware Fujifilm Apeosport C2560 G - All All All

Operating System Fujifilm Apeosport C2560 G Firmware All All All All

Hardware Fujifilm Apeosport C3060 - All All All

Operating System Fujifilm Apeosport C3060 Firmware All All All All

Hardware Fujifilm Apeosport C3060 G - All All All

Operating System Fujifilm Apeosport C3060 G Firmware All All All All

Hardware Fujifilm Apeosport C3070 - All All All

Operating System Fujifilm Apeosport C3070 Firmware All All All All

Hardware Fujifilm Apeosport C3570 - All All All

Operating System Fujifilm Apeosport C3570 Firmware All All All All

Hardware Fujifilm Apeosport C4570 - All All All

Operating System Fujifilm Apeosport C4570 Firmware All All All All

Hardware Fujifilm Apeosport C5570 - All All All

Operating System Fujifilm Apeosport C5570 Firmware All All All All

Hardware Fujifilm Apeosport C6570 - All All All

Operating System Fujifilm Apeosport C6570 Firmware All All All All
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Hardware Fujifilm Apeosport C7070 - All All All

Operating System Fujifilm Apeosport C7070 Firmware All All All All

Hardware Fujifilm Apeospro C650 - All All All

Operating System Fujifilm Apeospro C650 Firmware All All All All

Operating System Fujifilm Apeospro C650 Firmware All All All All

Hardware Fujifilm Apeospro C750 - All All All

Operating System Fujifilm Apeospro C750 Firmware All All All All

Operating System Fujifilm Apeospro C750 Firmware All All All All

Hardware Fujifilm Apeospro C810 - All All All

Operating System Fujifilm Apeospro C810 Firmware All All All All

Operating System Fujifilm Apeospro C810 Firmware All All All All

Hardware Fujifilm Apeos 2560 - All All All

Operating System Fujifilm Apeos 2560 Firmware All All All All

Operating System Fujifilm Apeos 2560 Firmware All All All All

Hardware Fujifilm Apeos 2560 Gk - All All All

Operating System Fujifilm Apeos 2560 Gk Firmware All All All All

Operating System Fujifilm Apeos 2560 Gk Firmware All All All All

Hardware Fujifilm Apeos 3060 - All All All

Operating System Fujifilm Apeos 3060 Firmware All All All All

Operating System Fujifilm Apeos 3060 Firmware All All All All

Hardware Fujifilm Apeos 3060 Gk - All All All

Operating System Fujifilm Apeos 3060 Gk Firmware All All All All

Operating System Fujifilm Apeos 3060 Gk Firmware All All All All

Hardware Fujifilm Apeos 3560 - All All All

Operating System Fujifilm Apeos 3560 Firmware All All All All

Operating System Fujifilm Apeos 3560 Firmware All All All All

Hardware Fujifilm Apeos 3560 Gk - All All All

Operating System Fujifilm Apeos 3560 Gk Firmware All All All All

Operating System Fujifilm Apeos 3560 Gk Firmware All All All All

Hardware Fujifilm Apeos 4570 - All All All

Operating System Fujifilm Apeos 4570 Firmware All All All All

Operating System Fujifilm Apeos 4570 Firmware All All All All

Hardware Fujifilm Apeos 4830 - All All All

Operating System Fujifilm Apeos 4830 Firmware All All All All

Hardware Fujifilm Apeos 5330 - All All All

Operating System Fujifilm Apeos 5330 Firmware All All All All
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Operating System Fujifilm Apeos 5330 Firmware All All All All

Hardware Fujifilm Apeos 5570 - All All All

Operating System Fujifilm Apeos 5570 Firmware All All All All

Operating System Fujifilm Apeos 5570 Firmware All All All All

Hardware Fujifilm Apeos 6340 - All All All

Operating System Fujifilm Apeos 6340 Firmware All All All All

Operating System Fujifilm Apeos 6340 Firmware All All All All

Hardware Fujifilm Apeos 6580 - All All All

Operating System Fujifilm Apeos 6580 Firmware All All All All

Hardware Fujifilm Apeos 7580 - All All All

Operating System Fujifilm Apeos 7580 Firmware All All All All

Hardware Fujifilm Apeos C2060 - All All All

Operating System Fujifilm Apeos C2060 Firmware All All All All

Operating System Fujifilm Apeos C2060 Firmware All All All All

Hardware Fujifilm Apeos C2060 Gk - All All All

Operating System Fujifilm Apeos C2060 Gk Firmware All All All All

Operating System Fujifilm Apeos C2060 Gk Firmware All All All All

Hardware Fujifilm Apeos C2560 - All All All

Operating System Fujifilm Apeos C2560 Firmware All All All All

Operating System Fujifilm Apeos C2560 Firmware All All All All

Hardware Fujifilm Apeos C2560 Gk - All All All

Operating System Fujifilm Apeos C2560 Gk Firmware All All All All

Operating System Fujifilm Apeos C2560 Gk Firmware All All All All

Hardware Fujifilm Apeos C2570 - All All All

Operating System Fujifilm Apeos C2570 Firmware All All All All

Operating System Fujifilm Apeos C2570 Firmware All All All All

Hardware Fujifilm Apeos C3060 - All All All

Operating System Fujifilm Apeos C3060 Firmware All All All All

Operating System Fujifilm Apeos C3060 Firmware All All All All

Hardware Fujifilm Apeos C3060 Gk - All All All

Operating System Fujifilm Apeos C3060 Gk Firmware All All All All

Operating System Fujifilm Apeos C3060 Gk Firmware All All All All

Hardware Fujifilm Apeos C3070 - All All All

Operating System Fujifilm Apeos C3070 Firmware All All All All

Operating System Fujifilm Apeos C3070 Firmware All All All All

Hardware Fujifilm Apeos C3530 - All All All
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Operating System Fujifilm Apeos C3530 Firmware All All All All

Hardware Fujifilm Apeos C3570 - All All All

Operating System Fujifilm Apeos C3570 Firmware All All All All

Operating System Fujifilm Apeos C3570 Firmware All All All All

Hardware Fujifilm Apeos C4030 - All All All

Operating System Fujifilm Apeos C4030 Firmware All All All All

Hardware Fujifilm Apeos C4570 - All All All

Operating System Fujifilm Apeos C4570 Firmware All All All All

Operating System Fujifilm Apeos C4570 Firmware All All All All

Hardware Fujifilm Apeos C5240 - All All All

Operating System Fujifilm Apeos C5240 Firmware All All All All

Operating System Fujifilm Apeos C5240 Firmware All All All All

Hardware Fujifilm Apeos C5570 - All All All

Operating System Fujifilm Apeos C5570 Firmware All All All All

Operating System Fujifilm Apeos C5570 Firmware All All All All

Hardware Fujifilm Apeos C6570 - All All All

Operating System Fujifilm Apeos C6570 Firmware All All All All
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Security Bulletins for Xerox Products

JVNVU#96482726: FUJIFILM Business Innovation Corp. and Xerox Corporation MFPs export Address Books with insufficient encryption strength

Notification on the vulnerability in the encryption method used in the Address Book : FUJIFILM Business Innovation Corp.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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