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Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Apache Tomcat All All All All
Apache Tomcat 11.0.0 milestone1 All All
Apache Tomcat 11.0.0 milestone10 All All
Apache Tomcat 11.0.0 milestone?2 All All
Apache Tomcat 11.0.0 milestone3 All All
Apache Tomcat 11.0.0 milestone4 All All
Apache Tomcat 11.0.0 milestone5 All All
Apache Tomcat 11.0.0 milestone6 All All
Apache Tomcat 11.0.0 milestone7 All All
Apache Tomcat 11.0.0 milestone8 All All
Apache Tomcat 11.0.0 milestone9 All All
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lists.debian.org/debian-Its-announce/2024/01/msg00001.html lists.debian.org
security.netapp.com/advisory/ntap-20231214-0009 security.netapp.com

www.openwall.com/lists/oss-security/2023/11/28/2 www.openwall.com


https://cve.report/
https://cve.report/CVE-2023-46589/mitre
https://cve.report/CVE-2023-46589/nist
https://cve.report/CVE-2023-46589/cve_org
https://cve.report/CVE-2023-46589.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
https://lists.debian.org/debian-lts-announce/2024/01/msg00001.html
https://security.netapp.com/advisory/ntap-20231214-0009/
https://www.openwall.com/lists/oss-security/2023/11/28/2

lists.apache.org/thread/Orqg6ktozqc42ro8hhxdmmdjm1k1tpxr lists.apache.org Mailing List, Vendor Advisory
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150755 Apache Tomcat Request Smuggling Vulnerability (CVE-2023-46589)
161320 Oracle Enterprise Linux Security Update for tomcat (ELSA-2024-0539)
161407 Oracle Enterprise Linux Security Update for tomcat (ELSA-2024-1134)
20399 Oracle Database 19c Critical OJVM Patch Update - January 2024

20400 Oracle Database 19c Critical Patch Update - January 2024

20401 Oracle Database 21c Critical Patch Update - January 2024

242765 Red Hat Update for tomcat (RHSA-2024:0532)

242767 Red Hat Update for tomcat (RHSA-2024:0539)

243010 Red Hat Update for tomcat (RHSA-2024:1092)

243038 Red Hat Update for tomcat (RHSA-2024:1134)

296107 Oracle Solaris 11.4 Support Repository Update (SRU) 65.157.1 Missing (CPUJAN2024)
357047 Amazon Linux Security Advisory for tomcat8 : ALAS-2024-1909

357341 Amazon Linux Security Advisory for tomcat : ALAS2TOMCAT8.5-2024-018

379558 Atlassian Bitbucket Data Center and Server org.apache.tomcat.embed:tomcat-embed-core Dependency Vulnerability (BSERV-
19097)

6000424 Debian Security Update for tomcat9 (DLA 3707-1)

730989 Apache Tomcat Request smuggling Vulnerability (CVE-2023-46589)
730990 Apache Tomcat Request smuggling Vulnerability (CVE-2023-46589)
730991 Apache Tomcat Request smuggling Vulnerability (CVE-2023-46589)

731171 Atlassian Confluence Data Center and Server Multiple Security Vulnerabilities (CONFSERVER-94236, CONFSERVER-94109,
CONFSERVER-94111, CONFSERVER-94110)

755646 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2024:0209-1)
755647 SUSE Enterprise Linux Security Update for tomcat10 (SUSE-SU-2024:0208-1)

755648 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2024:0206-1)
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755749 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2024:0472-1)
941557 AlmaLinux Security Update for tomcat (ALSA-2024:0539)

941610 AlmaLinux Security Update for tomcat (ALSA-2024:1134)

961119 Rocky Linux Security Update for tomcat (RLSA-2024:0539)

996099 Java (Maven) Security Update for org.apache.tomcat:tomcat-catalina (GHSA-fccv-jmmp-qg76)
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