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CVE CVE-2023-46737
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-07 18:15:00 UTC

Updated 2023-11-14 20:07:00 UTC

Description Cosign is a sigstore signing tool for OCI containers. Cosign is susceptible to a denial of service by an attacker controlled reg
K1 i

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sigstore Cosign All All All All

Reference Source Link Tags

Merge pull request from GHSA-vfp6-jrw2-9999 - sigstore/cosign@8ac891f - GitHub github.com

Possible endless data attack from attacker-controlled registry - Advisory - sigstore/cosign - GitHub github.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, ar

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

505996 Alpine Linux Security Update for cosign
755471 SUSE Enterprise Linux Security Update for cosign (SUSE-SU-2023:4870-1)

995855 GO (Go) Security Update for github.com/sigstore/cosign (GHSA-vfp6-jrw2-99¢g9)
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