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Summary

CVE CVE-2023-46753

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-26 05:15:00 UTC

Updated 2023-11-09 20:35:00 UTC

Description An issue was discovered in FRRouting FRR through 9.0.1. A crash can occur for a crafted BGP UPDATE message without mandatory attributes, e.g., one with only an unknown transit attribute.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Frrouting Frrouting All All All All

References

Reference Source Link

bgpd: A couple more bgpd crashes on malformed attributes by ton31337 · Pull Request #14645 · FRRouting/frr · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199894 Ubuntu Security Notification for Quagga Vulnerabilities (USN-6482-1)

199900 Ubuntu Security Notification for FRR Vulnerabilities (USN-6481-1)

755284 SUSE Enterprise Linux Security Update for frr (SUSE-SU-2023:4473-1)

755291 SUSE Enterprise Linux Security Update for frr (SUSE-SU-2023:4483-1)

907602 Common Base Linux Mariner (CBL-Mariner) Security Update for frr (31728-1)
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