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Summary

CVE CVE-2023-46858

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-29 01:15:00 UTC

Updated 2023-11-07 04:22:00 UTC

Description ** DISPUTED ** Moodle 4.3 allows /grade/report/grader/index.php?searchvalue= reflected XSS when logged in as a teacher. NOTE: the Moodle Security FAQ link states "Some forms of rich content [are] used by teachers to enhance their courses ... admins and teachers can post XSS-capable content, but students can not."

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moodle Moodle 4.3.0 All All All

References

Reference Source Link Tags

Moodle 4.3 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com

Moodle 4.3 Reflected XSS.txt · GitHub MISC gist.github.com

Security FAQ - MoodleDocs MISC docs.moodle.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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