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Summary

CVE CVE-2023-4699

State PUBLIC

Assigner Mitsubishielectric.Psirt@yd.MitsubishiElectric.co.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-06 06:15:00 UTC

Updated 2023-11-14 19:10:00 UTC

Description Insufficient Verification of Data Authenticity vulnerability in Mitsubishi Electric Corporation MELSEC-F Series main modules and MELSEC iQ-F Series CPU modules allows a remote unauthenticated attacker to reset the memory of the products to factory default state and cause denial-of-service (DoS) condition on the products by sending specific packets.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mitsubishielectric Fx3g-14mr/ds - All All All

Operating System Mitsubishielectric Fx3g-14mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mr/es - All All All

Hardware Mitsubishielectric Fx3g-14mr/es-a - All All All

Operating System Mitsubishielectric Fx3g-14mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-14mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mt/ds - All All All

Hardware Mitsubishielectric Fx3g-14mt/dss - All All All

Operating System Mitsubishielectric Fx3g-14mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-14mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mt/es - All All All

Hardware Mitsubishielectric Fx3g-14mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-14mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-14mt/ess - All All All

Operating System Mitsubishielectric Fx3g-14mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-14mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mr/ds - All All All
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Hardware Mitsubishielectric Fx3g-24mr/ds - All All All

Operating System Mitsubishielectric Fx3g-24mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mr/es - All All All

Hardware Mitsubishielectric Fx3g-24mr/es-a - All All All

Operating System Mitsubishielectric Fx3g-24mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-24mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mt/ds - All All All

Hardware Mitsubishielectric Fx3g-24mt/dss - All All All

Operating System Mitsubishielectric Fx3g-24mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-24mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mt/es - All All All

Hardware Mitsubishielectric Fx3g-24mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-24mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-24mt/ess - All All All

Operating System Mitsubishielectric Fx3g-24mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-24mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mr/ds - All All All

Operating System Mitsubishielectric Fx3g-40mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mr/es - All All All

Hardware Mitsubishielectric Fx3g-40mr/es-a - All All All

Operating System Mitsubishielectric Fx3g-40mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-40mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mt/ds - All All All

Hardware Mitsubishielectric Fx3g-40mt/dss - All All All

Operating System Mitsubishielectric Fx3g-40mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-40mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mt/es - All All All

Hardware Mitsubishielectric Fx3g-40mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-40mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-40mt/ess - All All All

Operating System Mitsubishielectric Fx3g-40mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-40mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-60mr/ds - All All All

Operating System Mitsubishielectric Fx3g-60mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-60mr/es - All All All

Hardware Mitsubishielectric Fx3g-60mr/es-a - All All All
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Operating System Mitsubishielectric Fx3g-60mr/es-a Firmware - All All All

Operating System Mitsubishielectric Fx3g-60mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3g-60mt/ds - All All All

Hardware Mitsubishielectric Fx3g-60mt/dss - All All All

Operating System Mitsubishielectric Fx3g-60mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3g-60mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3g-60mt/es - All All All

Hardware Mitsubishielectric Fx3g-60mt/es-a - All All All

Operating System Mitsubishielectric Fx3g-60mt/es-a Firmware - All All All

Hardware Mitsubishielectric Fx3g-60mt/ess - All All All

Operating System Mitsubishielectric Fx3g-60mt/ess Firmware - All All All

Operating System Mitsubishielectric Fx3g-60mt/es Firmware - All All All

Hardware Mitsubishielectric Fx3ga-24mr-cm - All All All

Operating System Mitsubishielectric Fx3ga-24mr-cm Firmware - All All All

Hardware Mitsubishielectric Fx3ga-24mt-cm - All All All

Operating System Mitsubishielectric Fx3ga-24mt-cm Firmware - All All All

Hardware Mitsubishielectric Fx3ga-40mr-cm - All All All

Operating System Mitsubishielectric Fx3ga-40mr-cm Firmware - All All All

Hardware Mitsubishielectric Fx3ga-40mt-cm - All All All

Operating System Mitsubishielectric Fx3ga-40mt-cm Firmware - All All All

Hardware Mitsubishielectric Fx3ga-60mr-cm - All All All

Operating System Mitsubishielectric Fx3ga-60mr-cm Firmware - All All All

Hardware Mitsubishielectric Fx3ga-60mt-cm - All All All

Operating System Mitsubishielectric Fx3ga-60mt-cm Firmware - All All All

Hardware Mitsubishielectric Fx3gc-32mt/d - All All All

Hardware Mitsubishielectric Fx3gc-32mt/dss - All All All

Operating System Mitsubishielectric Fx3gc-32mt/dss Firmware - All All All

Operating System Mitsubishielectric Fx3gc-32mt/d Firmware - All All All

Hardware Mitsubishielectric Fx3ge-24mr/ds - All All All

Operating System Mitsubishielectric Fx3ge-24mr/ds Firmware - All All All

Hardware Mitsubishielectric Fx3ge-24mr/es - All All All

Operating System Mitsubishielectric Fx3ge-24mr/es Firmware - All All All

Hardware Mitsubishielectric Fx3ge-24mt/ds - All All All

Hardware Mitsubishielectric Fx3ge-24mt/dss - All All All

Operating System Mitsubishielectric Fx3ge-24mt/dss Firmware - All All All
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Operating System Mitsubishielectric Fx3ge-24mt/ds Firmware - All All All

Hardware Mitsubishielectric Fx3ge-24mt/es - All All All
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