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Summary

CVE CVE-2023-47111

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-08 22:15:00 UTC

Updated 2023-11-16 17:33:00 UTC

Description ZITADEL provides identity infrastructure. ZITADEL provides administrators the possibility to define a `Lockout Policy` with a maximum amount of failed password check attempts. On every failed password check, the amount of failed checks is compared against the configured maximum. Exceeding the limit, will lock the user and prevent further authentication. In the affected implementation it was possible for an attacker to start multiple parallel password checks, giving him the possibility to try out more combinations than configured in the `Lockout Policy`. This vulnerability has been patched in versions 2.40.5 and 2.38.3.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zitadel Zitadel All All All All

References

Reference Source Link Tags

Release v2.38.3 · zitadel/zitadel · GitHub github.com

Merge pull request from GHSA-7h8m-vrxx-vr4m · zitadel/zitadel@22e2d55 · GitHub github.com

Release v2.40.5 · zitadel/zitadel · GitHub github.com

Race condition in lockout policy execution · Advisory · zitadel/zitadel · GitHub github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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995850 GO (Go) Security Update for github.com/zitadel/zitadel (GHSA-7h8m-vrxx-vr4m)
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