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Summary

CVE CVE-2023-47115

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-23 23:15:00 UTC

Updated 2024-02-01 15:48:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Humansignal Label Studio All All All All

References

Reference Source Link

Built-in Views | Django documentation | Django docs.djangoproject.com

label-studio/label_studio/users/functions.py at 1.8.2 · HumanSignal/label-studio · GitHub github.com

XSS Vulnerability on Avatar Upload · Advisory · HumanSignal/label-studio · GitHub github.com

fix: OPTIC-179: Properly ensure content is escaped (#4926) · HumanSignal/label-studio@a7a71e5 · GitHub github.com

label-studio/label_studio/users/urls.py at 1.8.2 · HumanSignal/label-studio · GitHub github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996886 Python (Pip) Security Update for label-studio (GHSA-q68h-xwq5-mm7x)

https://cve.report/
https://cve.report/CVE-2023-47115/mitre
https://cve.report/CVE-2023-47115/nist
https://cve.report/CVE-2023-47115/cve_org
https://cve.report/api/cve/CVE-2023-47115.json
https://cve.report/CVE-2023-47115.pdf
http://cve.report/vendor/humansignal
http://cve.report/software/humansignal/label_studio
https://docs.djangoproject.com/en/4.2/ref/views/#serving-files-in-development
https://github.com/HumanSignal/label-studio/blob/1.8.2/label_studio/users/functions.py#L18-L49
https://github.com/HumanSignal/label-studio/security/advisories/GHSA-q68h-xwq5-mm7x
https://github.com/HumanSignal/label-studio/commit/a7a71e594f32ec4af8f3f800d5ccb8662e275da3
https://github.com/HumanSignal/label-studio/blob/1.8.2/label_studio/users/urls.py#L25-L26
https://www.cve.org/CVERecord?id=CVE-2023-47115
https://nvd.nist.gov/vuln/detail/CVE-2023-47115
http://cve.report/qid/996886
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