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CVE CVE-2023-47272
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-06 00:15:00 UTC
Updated 2023-12-05 01:15:00 UTC
Description Roundcube 1.5.x before 1.5.6 and 1.6.x before 1.6.5 allows XSS via a Content-Type or Content-Disposition header (used f

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Roundcube Webmail All All All All

References

Reference Source Link

Release Roundcube Webmail 1.6.5 - roundcube/roundcubemail - GitHub MISC github.co
[SECURITY] Fedora 38 Update: roundcubemail-1.6.5-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedo
[debian-Its-announce] 20231204 [SECURITY] [DLA 3683-1] roundcube security update lists.debi
Release Roundcube Webmail 1.5.6 - roundcube/roundcubemail - GitHub MISC github.co
DSA-5572 www.dek
[SECURITY] Fedora 39 Update: roundcubemail-1.6.5-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedo
[SECURITY] Fedora 37 Update: roundcubemail-1.6.5-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedo
Fix cross-site scripting (XSS) vulnerability in setting Content-Type/... - roundcube/roundcubemail@5ec4968 - GitHub ~ MISC github.co
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.¢
A S

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

284738 Fedora Security Update for roundcubemail (FEDORA-2023-0fd9865145)
284739 Fedora Security Update for roundcubemail (FEDORA-2023-70578¢5599)
285154 Fedora Security Update for roundcubemail (FEDORA-2023-cf584ed77a)
6000373 Debian Security Update for roundcube (DSA 5572-1)

6000374 Debian Security Update for roundcube (DLA 3683-1)
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