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Summary

CVE CVE-2023-4759

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-12 10:15:00 UTC

Updated 2023-11-15 19:35:00 UTC

Description Arbitrary File Overwrite in Eclipse JGit <= 6.6.0 In Eclipse JGit, all versions <= 6.6.0.202305301015-r, a symbolic link present in a specially crafted git repository can be used to write a file to locations outside the working tree when this repository is cloned with JGit to a case-insensitive filesystem, or when a checkout from a clone of such a repository is performed on a case-insensitive filesystem. 

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Jgit All All All All

References

Reference Source Link Tags

6.6.1 | projects.eclipse.org MISC projects.eclipse.org

Not Found MISC gitlab.eclipse.org

Checkout: better directory handling - jgit.git - Java implementation of Git (technology.jgit) MISC git.eclipse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242821 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 (RHSA-2024:0712)

242822 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 (RHSA-2024:0710)

242823 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 (RHSA-2024:0711)
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CVE.report and Source URL Uptime Status status.cve.report

243042 Red Hat Update for JBoss Enterprise Application Platform 8.0.1 (RHSA-2024:1193)

243044 Red Hat Update for JBoss Enterprise Application Platform 8.0.1 (RHSA-2024:1192)

755589 SUSE Enterprise Linux Security Update for eclipse-jgit, jsch (SUSE-SU-2024:0057-1)

995300 Java (Maven) Security Update for org.eclipse.jgit:org.eclipse.jgit (GHSA-3p86-9955-h393)
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