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Summary

CVE CVE-2023-4828

State PUBLIC

Assigner security@proofpoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-13 16:15:00 UTC

Updated 2023-10-13 22:15:00 UTC

Description An improper check for an exceptional condition in the Insider Threat Management (ITM) Server could be used by an attacker to change the server's configuration of any already-registered agent so that the agent sends all future communications to an attacker-chosen URL. This could result in disclosure of sensitive data events from the agent about the personally identifiable information (PII) and intellectual property it monitors, and all such data could be altered or deleted before reaching the ITM Server. An attacker must first successfully obtain valid agent credentials and agent hostname. All versions prior to 7.14.3.69 are affected.

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Proofpoint Insider Threat Management All All All All

References

Reference Source Link Tags

ITM Server Communications Hijack | Proofpoint US MISC www.proofpoint.com Vendor Advisory

Page Not Found | Proofpoint US MISC www.proofpoint.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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