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CVE CVE-2023-4874

State PUBLIC

Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-09 15:15:00 UTC

Updated 2023-10-15 01:54:00 UTC

Description Null pointer dereference when viewing a specially crafted email in Mutt >1.5.2 <2.2.12

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Operating System Debian Debian Linux 12.0 All All All
Application Mutt Mutt All All All All

References |
Reference Source Link Tags
gitlab.com/muttmua/mutt/-/commit/452ee330e094bfc7c9a68555e5152b182653455... MISC gitlab.com
[SECURITY] [DLA 3574-1] mutt security update MISC lists.debian.org
gitlab.com/muttmua/mutt/-/commit/a4752eb0ae0a521eec02e59e51ae5daedf74fda... MISC gitlab.com
oss-security - Re: mutt 2.2.12 security update MISC www.openwall.com
Debian -- Security Information -- DSA-5494-1 mutt MISC www.debian.org
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
1 | ]

No vendor comments have been submitted for this CVE.
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199751 Ubuntu Security Notification for Mutt Vulnerabilities (USN-6374-1)

199915 Ubuntu Security Notification for Mutt Vulnerabilities (USN-6374-2)
296105 Oracle Solaris 11.4 Support Repository Update (SRU) 63.157.1 Missing (CPUOCT2023)
356358 Amazon Linux Security Advisory for mutt : ALAS-2023-1836

356388 Amazon Linux Security Advisory for mutt : ALAS2023-2023-357

356405 Amazon Linux Security Advisory for mutt : ALAS2-2023-2265

356970 Amazon Linux Security Advisory for mutt : AL2012-2023-454

6000094 Debian Security Update for mutt (DLA 3574-1)

6000236 Debian Security Update for mutt (DSA 5494-1)

673683 EulerOS Security Update for mutt (EulerOS-SA-2023-3280)

673710 EulerOS Security Update for mutt (EulerOS-SA-2024-1153)

673735 EulerOS Security Update for mutt (EulerOS-SA-2023-3222)

673824 EulerOS Security Update for mutt (EulerOS-SA-2023-3187)

674000 EulerOS Security Update for mutt (EulerOS-SA-2023-3252)

754885 SUSE Enterprise Linux Security Update for mutt (SUSE-SU-2023:3702-1)
754964 SUSE Enterprise Linux Security Update for mutt (SUSE-SU-2023:3826-1)

907284 Common Base Linux Mariner (CBL-Mariner) Security Update for mutt (28698-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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