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Summary

CVE CVE-2023-4886

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-03 15:15:00 UTC

Updated 2023-11-07 04:23:00 UTC

Description A sensitive information exposure vulnerability was found in foreman. Contents of tomcat's server.xml file, which contain passwords to candlepin's keystore and truststore, were found to be world readable.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Satellite 6.0 All All All

Application Theforeman Foreman All All All All

References

Reference Source Link Tags

cve-details MISC access.redhat.com

2230135 – (CVE-2023-4886) CVE-2023-4886 foreman: World readable file containing secrets MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242625 Red Hat Update for Satellite 6.14.1 (RHSA-2023:7851)

242993 Red Hat Update for Satellite 6 (RHSA-2024:1061)
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