CVE-2023-49083

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2023-49083

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-11-29 19:15:00 UTC

Updated 2023-12-06 18:12:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cryptography Project Cryptography All All All

All

References
Reference Source Link
github.com/pyca/cryptography/pull/9926 github.com
github.com/pyca/cryptography/security/advisories/GHSA-jfhm-5ghh-2f97 github.com
github.com/pyca/cryptography/commit/f09c261ca10a31fe41b1262306db7{8f1da0... github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Tags

Issue Tracking, Patch
Exploit, Vendor Advisory
Patch

canonical

canonical, analysis

Legacy QID Mappings |

161297 Oracle Enterprise Linux Security Update for python3.11-cryptography (ELSA-2024-12078)

161298 Oracle Enterprise Linux Security Update for python-cryptography (ELSA-2024-12079)

161425 Oracle Enterprise Linux Security Update for python-cryptography (ELSA-2024-12234)

161428 Oracle Enterprise Linux Security Update for python-cryptography (ELSA-2024-19480)
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https://cve.report/CVE-2023-49083/mitre
https://cve.report/CVE-2023-49083/nist
https://cve.report/CVE-2023-49083/cve_org
https://cve.report/CVE-2023-49083.pdf
http://cve.report/vendor/cryptography_project
http://cve.report/software/cryptography_project/cryptography
https://github.com/pyca/cryptography/pull/9926
https://github.com/pyca/cryptography/security/advisories/GHSA-jfhm-5ghh-2f97
https://github.com/pyca/cryptography/commit/f09c261ca10a31fe41b1262306db7f8f1da0e48a
https://www.cve.org/CVERecord?id=CVE-2023-49083
https://nvd.nist.gov/vuln/detail/CVE-2023-49083
http://cve.report/qid/161297
http://cve.report/qid/161298
http://cve.report/qid/161425
http://cve.report/qid/161428

199984 Ubuntu Security Notification for python-cryptography Vulnerability (USN-6539-1)

284998 Fedora Security Update for python (FEDORA-2024-91f5df4002)

296107 Oracle Solaris 11.4 Support Repository Update (SRU) 65.157.1 Missing (CPUJAN2024)

356914 Amazon Linux Security Advisory for python-cryptography : ALAS2023-2023-446

673532 EulerOS Security Update for python-cryptography (EulerOS-SA-2024-1111)

673691 EulerOS Security Update for python-cryptography (EulerOS-SA-2024-1127)

755427 SUSE Enterprise Linux Security Update for python-cryptography (SUSE-SU-2023:4844-1)

755428 SUSE Enterprise Linux Security Update for python3-cryptography (SUSE-SU-2023:4843-1)

755429 SUSE Enterprise Linux Security Update for python-cryptography (SUSE-SU-2023:4842-1)

996136 Python (Pip) Security Update for cryptography (GHSA-jfhm-5ghh-2f97)
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