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Summary

CVE CVE-2023-49103

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-21 22:15:00 UTC

Updated 2023-12-05 01:15:00 UTC

Description ownCloud graphapi contains an information disclosure vulnerability that can reveal sensitive data stored in phpinfo() via GetPhpInfo.php, including administrative credentials.

Risk And Classification

EPSS: 0.943290000 probability, percentile 0.999540000 (date 2026-05-03)

CISA KEV: Listed on 2023-11-30; due 2023-12-21; ransomware use Unknown

Problem Types: NVD-CWE-noinfo

CISA Known Exploited Vulnerability

Vendor ownCloud

Product ownCloud graphapi

Name ownCloud graphapi Information Disclosure Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.

Notes https://owncloud.com/security-advisories/disclosure-of-sensitive-credentials-and-configuration-in-
containerized-deployments/ ; https://nvd.nist.gov/vuln/detail/CVE-2023-49103

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Owncloud Graph Api 0.2.0 All All All

Application Owncloud Graph Api 0.3.0 All All All

References

Reference Source Link Tags

owncloud.com/security-advisories/disclosure-of-sensitive-credentials-and-c... owncloud.com

ownCloud security policies and information owncloud.org

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2023-49103/mitre
https://cve.report/CVE-2023-49103/nist
https://cve.report/CVE-2023-49103/cve_org
https://cve.report/api/cve/CVE-2023-49103.json
https://cve.report/CVE-2023-49103.pdf
http://cve.report/vendor/owncloud
http://cve.report/software/owncloud/graph_api
http://cve.report/vendor/owncloud
http://cve.report/software/owncloud/graph_api
https://owncloud.com/security-advisories/disclosure-of-sensitive-credentials-and-configuration-in-containerized-deployments/
https://owncloud.org/security


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

150753 ownCloud Graph API Information Disclosure Vulnerability (CVE-2023-49103)

730985 OwnCloud Sensitive Information Disclosure Vulnerability

996140 PHP (Composer) Security Update for microsoft/microsoft-graph-core (GHSA-mhhp-c3cm-2r86)

996143 PHP (Composer) Security Update for microsoft/microsoft-graph-beta (GHSA-7mc6-x925-7qvx)

996145 PHP (Composer) Security Update for microsoft/microsoft-graph (GHSA-cgwq-6prq-8h9q)

https://www.cve.org/CVERecord?id=CVE-2023-49103
https://nvd.nist.gov/vuln/detail/CVE-2023-49103
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
http://cve.report/qid/150753
http://cve.report/qid/730985
http://cve.report/qid/996140
http://cve.report/qid/996143
http://cve.report/qid/996145
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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