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CVE CVE-2023-4936

State PUBLIC

Assigner PSIRT@synaptics.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-11 17:15:00 UTC

Updated 2023-10-17 17:10:00 UTC

Description It is possible to sideload a compromised DLL during the installation at elevated privilege.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Synaptics Displaylink Usb Graphics All All All All

Reference Source Link Tags

Engineering Exceptional Experiences | Synaptics MISC www.synaptics.com

Windows Driver Downloads for Downloads Section | Synaptics MISC www.synaptics.com
www.synaptics.com/sites/default/files/nr-154525-tc-synaptics_displaylink_window... MISC www.synaptics.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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