M2crypto: bleichenbacher timing attacks in the rsa
decryption api - incomplete fix for cve-2020-25657
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CVE CVE-2023-50781
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-02-05 21:15:10 UTC
Updated 2026-05-12 11:16:16 UTC
Description A flaw was found in m2crypto. This issue may allow a remote attacker to decrypt captured messages in TLS servers that us

Risk And Classification |

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.004440000 probability, percentile 0.634980000 (date 2026-05-12)
Problem Types: CWE-203 | CWE-203 Observable Discrepancy

Version Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
3.1 secalert@redhat.com Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
3.1 CNA CVSsSs 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
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https://cve.report/
https://cve.report/CVE-2023-50781/mitre
https://cve.report/CVE-2023-50781/nist
https://cve.report/CVE-2023-50781/cve_org
https://cve.report/api/cve/CVE-2023-50781.json
https://cve.report/CVE-2023-50781.pdf
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\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N

[ ] [l
NVD Known Affected Configurations (CPE 2.3)
Type Vendor Product Version Update Edition Language
Application MZ2crypto Project M2crypto - All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 9.0 All All All
Application Redhat Update Infrastructure 4 All All All

| Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat Enterprise Linux 6 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 7 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 8 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 9 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 9 Not specified Not specified
CNA Red Hat Red Hat Update Infrastructure 4 For Cloud Providers Not specified Not specified
CNA Red Hat Red Hat Virtualization 4 Not specified Not specified
ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom Not specified

Reference Source Link Tags
access.redhat.com/security/cve/CVE-2023-50781 af854a3a-2127-422b-91ae-364da2661108 access.redhat.com Third Pa

cert-portal.siemens.com/productcert/html/ssa-265688.html  0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

bugzilla.redhat.com/show_bug.cgi af854a3a-2127-422b-91ae-364da2661108 bugzilla.redhat.com Issue Tre
CVE Program record CVE.ORG WWW.Cve.org canonice
NVD vulnerability detail NVD nvd.nist.gov canonics
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Vendor Comments And Credit

Discovery Credit
CNA: This issue was discovered by Hubert Kario (Red Hat). (en)


http://cve.report/vendor/m2crypto_project
http://cve.report/software/m2crypto_project/m2crypto
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/update_infrastructure
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_6
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_7
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Update_Infrastructure_4_for_Cloud_Providers
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Virtualization_4
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIMATIC_S7-1500_TM_MFP_-_GNU/Linux_subsystem
https://access.redhat.com/security/cve/CVE-2023-50781
https://cert-portal.siemens.com/productcert/html/ssa-265688.html
https://bugzilla.redhat.com/show_bug.cgi?id=2254426
https://www.cve.org/CVERecord?id=CVE-2023-50781
https://nvd.nist.gov/vuln/detail/CVE-2023-50781
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Additional Advisory Data

Source Time Event

CNA 2023-12-13T00:00:00.000Z Reported to Red Hat.
CNA 2023-12-13T00:00:00.000Z Made public.
Workarounds

CNA: Mitigation for this issue is either not available or the currently available options do not
meet the Red Hat Product Security criteria comprising ease of use and deployment,
applicability to widespread installation base or stability.

Legacy QID Mappings

9971383 Python (Pip) Security Update for m2crypto (GHSA-944j-8ch6-rf6x)
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