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Summary

CVE CVE-2023-5113

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-04 15:15:00 UTC

Updated 2023-10-11 17:41:00 UTC

Description Certain HP Enterprise LaserJet and HP LaserJet Managed Printers are potentially vulnerable to denial of service due to WS-Print request and potential injections of Cross Site Scripting via jQuery-UI.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Color Laserjet Enterprise 5700 49k98a - All All All

Hardware Hp Color Laserjet Enterprise 5700 6qn28a - All All All

Hardware Hp Color Laserjet Enterprise 6700 49l00a - All All All

Hardware Hp Color Laserjet Enterprise 6700 4y280a - All All All

Hardware Hp Color Laserjet Enterprise 6700 58m42a - All All All

Hardware Hp Color Laserjet Enterprise 6700 6qn33a - All All All

Hardware Hp Color Laserjet Enterprise 6701 49l00a - All All All

Hardware Hp Color Laserjet Enterprise 6701 4y280a - All All All

Hardware Hp Color Laserjet Enterprise 6701 58m42a - All All All

Hardware Hp Color Laserjet Enterprise 6701 6qn33a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800 58r10a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800 6qn29a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800 6qn30a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 5800 6qn31a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 49k84a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 4y279a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 6qn35a - All All All
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Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 6qn35a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 6qn36a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 6qn37a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp 6800 6qn38a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l46a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l47a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l48a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M577 B5l54a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu85a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu86a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu87a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M578 7zu88a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a10a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a11a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a12a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M681 J8a13a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M682 J8a16a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M682 J8a17a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M776 T3u55a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp M776 T3u56a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp X57945 49k97av - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp X57945 6qp98a - All All All

Hardware Hp Color Laserjet Enterprise Flow Mfp X57945 6qp99a - All All All

Hardware Hp Color Laserjet Enterprise M455 3pz95a - All All All

Hardware Hp Color Laserjet Enterprise M553 B5l24a - All All All

Hardware Hp Color Laserjet Enterprise M553 B5l25a - All All All

Hardware Hp Color Laserjet Enterprise M553 B5l26a - All All All

Hardware Hp Color Laserjet Enterprise M553 B5l38a - All All All

Hardware Hp Color Laserjet Enterprise M553 B5l39a - All All All

Hardware Hp Color Laserjet Enterprise M553 Bl27a - All All All

Hardware Hp Color Laserjet Enterprise M554 7zu78a - All All All

Hardware Hp Color Laserjet Enterprise M554 7zu79a - All All All

Hardware Hp Color Laserjet Enterprise M554 7zu81a - All All All

Hardware Hp Color Laserjet Enterprise M555 7zu78a - All All All

Hardware Hp Color Laserjet Enterprise M555 7zu79a - All All All

Hardware Hp Color Laserjet Enterprise M555 7zu81a - All All All
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Hardware Hp Color Laserjet Enterprise M652 J7z98a - All All All

Hardware Hp Color Laserjet Enterprise M652 J7z99a - All All All

Hardware Hp Color Laserjet Enterprise M653 J8a04a - All All All

Hardware Hp Color Laserjet Enterprise M653 J8a05a - All All All

Hardware Hp Color Laserjet Enterprise M653 J8a06a - All All All

Hardware Hp Color Laserjet Enterprise M751 T3u43a - All All All

Hardware Hp Color Laserjet Enterprise M751 T3u44a - All All All

Hardware Hp Color Laserjet Enterprise M856 T3u51a - All All All

Hardware Hp Color Laserjet Enterprise M856 T3u52a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 49k96av - All All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 58r10a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 6qn29a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 6qn30a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 5800 6qn31a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 6800 49k84a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 6800 4y279a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 6800 6qn35a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 6800 6qn36a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 6800 6qn37a - All All All

Hardware Hp Color Laserjet Enterprise Mfp 6800 6qn38a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M480 3qa55a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M577 B5l46a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M577 B5l47a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M577 B5l48a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M577 B5l54a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M578 7zu85a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M578 7zu86a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M578 7zu87a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M578 7zu88a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M681 J8a10a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M681 J8a11a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M681 J8a12a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M681 J8a13a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M682 J8a16a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M682 J8a17a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M776 T3u55a - All All All
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Hardware Hp Color Laserjet Enterprise Mfp M776 T3u55a - All All All

Hardware Hp Color Laserjet Enterprise Mfp M776 T3u56a - All All All

Hardware Hp Color Laserjet Enterprise Mfp X57945 49k97av - All All All

Hardware Hp Color Laserjet Enterprise Mfp X57945 6qp98a - All All All

Hardware Hp Color Laserjet Enterprise Mfp X57945 6qp99a - All All All

Hardware Hp Color Laserjet Enterprise X55745 49k99a - All All All

Hardware Hp Color Laserjet Enterprise X55745 6qp97a - All All All

Hardware Hp Color Laserjet Managed E45028 3qa35a - All All All

Hardware Hp Color Laserjet Managed E55040dw 3gx98a - All All All

Hardware Hp Color Laserjet Managed E65050 L3u55a - All All All

Hardware Hp Color Laserjet Managed E65050 L3u56a - All All All

Hardware Hp Color Laserjet Managed E65050 L3u57a - All All All

Hardware Hp Color Laserjet Managed E65060 L3u55a - All All All

Hardware Hp Color Laserjet Managed E65060 L3u56a - All All All

Hardware Hp Color Laserjet Managed E65060 L3u57a - All All All

Hardware Hp Color Laserjet Managed E65150 3gy03a - All All All

Hardware Hp Color Laserjet Managed E65150 3gy04a - All All All

Hardware Hp Color Laserjet Managed E65160 3gy03a - All All All

Hardware Hp Color Laserjet Managed E65160 3gy04a - All All All

Hardware Hp Color Laserjet Managed E75245 T3u64a - All All All

Hardware Hp Color Laserjet Managed E85055 T3u66a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj19a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj20a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj21a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj22a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj35a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj36a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj37a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 3sj38a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 5qk03a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 5qk08a - All All All

Hardware Hp Color Laserjet Managed Flow E87740 5qk20a - All All All

Hardware Hp Color Laserjet Managed Flow E87750 3sj19a - All All All

Hardware Hp Color Laserjet Managed Flow E87750 3sj20a - All All All

Hardware Hp Color Laserjet Managed Flow E87750 3sj21a - All All All

Hardware Hp Color Laserjet Managed Flow E87750 3sj22a - All All All
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Certain HP Enterprise LaserJet, LaserJet Managed printers - Potential denial of service, potential Cross Site Scripting (XSS) | HP® Customer Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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