CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2023-511

MITRE NVD CVE.ORG Print: PDF %5

CVE-2023-5113

PUBLIC

hp-security-alert@hp.com

CVE Program / NVD first with legacy fallback
2023-10-04 15:15:00 UTC

2023-10-11 17:41:00 UTC

Certain HP Enterprise Laserdet and HP LaserdJet Managed Printers are potentially vulnerable to denial of service due to W¢

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware

Hardware

Vendor Product Version Update Edition Language
Hp Color Laserjet Enterprise 5700 49k98a - All All All
Hp Color Laserjet Enterprise 5700 6gn28a - All All All
Hp Color Laserjet Enterprise 6700 49100a - All All All
Hp Color Laserjet Enterprise 6700 4y280a - All All All
Hp Color Laserjet Enterprise 6700 58m42a - All All All
Hp Color Laserjet Enterprise 6700 6gn33a - All All All
Hp Color Laserjet Enterprise 6701 49100a - All All All
Hp Color Laserjet Enterprise 6701 4y280a - All All All
Hp Color Laserjet Enterprise 6701 58m42a - All All All
Hp Color Laserjet Enterprise 6701 6gn33a - All All All
Hp Color Laserjet Enterprise Flow Mfp 5800 58r10a - All All All
Hp Color Laserjet Enterprise Flow Mfp 5800 6gn29a - All All All
Hp Color Laserjet Enterprise Flow Mfp 5800 6gn30a - All All All
Hp Color Laserjet Enterprise Flow Mfp 5800 6gn31a - All All All
Hp Color Laserjet Enterprise Flow Mfp 6800 49k84a - All All All
Hp Color Laserjet Enterprise Flow Mfp 6800 4y279a - All All All

Hp Color Laserjet Enterprise Flow Mfp 6800 6agn35a - All All All
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Color Laserjet Enterprise Flow Mfp 6800 6gn36a
Color Laserjet Enterprise Flow Mfp 6800 6gn37a
Color Laserjet Enterprise Flow Mfp 6800 6qn38a
Color Laserjet Enterprise Flow Mfp M577 B5l46a
Color Laserjet Enterprise Flow Mfp M577 B5l47a
Color Laserjet Enterprise Flow Mfp M577 B5l48a
Color Laserjet Enterprise Flow Mfp M577 B5I54a
Color Laserjet Enterprise Flow Mfp M578 7zu85a
Color Laserjet Enterprise Flow Mfp M578 7zu86a
Color Laserjet Enterprise Flow Mfp M578 7zu87a
Color Laserjet Enterprise Flow Mfp M578 7zu88a
Color Laserjet Enterprise Flow Mfp M681 J8a10a
Color Laserjet Enterprise Flow Mfp M681 J8a11a
Color Laserjet Enterprise Flow Mfp M681 J8a12a
Color Laserjet Enterprise Flow Mfp M681 J8a13a
Color Laserjet Enterprise Flow Mfp M682 J8a16a
Color Laserjet Enterprise Flow Mfp M682 J8a17a
Color Laserjet Enterprise Flow Mfp M776 T3u55a

Color Laserjet Enterprise Flow Mfp M776 T3u56a

Color Laserjet Enterprise Flow Mfp X57945 49k97av

Color Laserjet Enterprise Flow Mfp X57945 6gp98a
Color Laserjet Enterprise Flow Mfp X57945 6qp99a
Color Laserjet Enterprise M455 3pz95a

Color Laserjet Enterprise M553 B5I24a

Color Laserjet Enterprise M553 B5I25a

Color Laserjet Enterprise M553 B5126a

Color Laserjet Enterprise M553 B5I38a

Color Laserjet Enterprise M553 B5I139a

Color Laserjet Enterprise M553 Bl27a

Color Laserjet Enterprise M554 7zu78a

Color Laserjet Enterprise M554 7zu79a

Color Laserjet Enterprise M554 7zu81a

Color Laserjet Enterprise M555 7zu78a
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Color Laserjet Enterprise M652 J7z98a
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Color Laserjet Enterprise M653 J8a04a
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Color Laserjet Enterprise M653 J8a06a
Color Laserjet Enterprise M751 T3u43a
Color Laserjet Enterprise M751 T3u44a
Color Laserjet Enterprise M856 T3u51a
Color Laserjet Enterprise M856 T3u52a
Color Laserjet Enterprise Mfp 5800 49k96av
Color Laserjet Enterprise Mfp 5800 58r10a
Color Laserjet Enterprise Mfp 5800 6gn29a
Color Laserjet Enterprise Mfp 5800 6gn30a
Color Laserjet Enterprise Mfp 5800 6gn31a
Color Laserjet Enterprise Mfp 6800 49k84a
Color Laserjet Enterprise Mfp 6800 4y279a
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Color Laserjet Enterprise Mfp 6800 6gn36a
Color Laserjet Enterprise Mfp 6800 6qn37a
Color Laserjet Enterprise Mfp 6800 6gn38a
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Hardware Hp Pagewide Managed Color Mfp P77960 Y3z65a - All All All
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Hardware Hp Scanijet Enterprise Flow N9120 Fn2 L2763a - All All All
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Certain HP Enterprise LaserJet, LaserJet Managed printers - Potential denial of service, potential Cross Site Scripting (XSS) | HP® Customer
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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