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/

CVE-2023-5142
PUBLIC

cna@vuldb.com

CVE Program / NVD first with legacy fallback

2023-09-24 22:15:00 UTC

2023-11-07 04:23:00 UTC

A vulnerability classified as problematic was found in H3C GR-1100-P, GR-1108-P, GR-1200W, GR-1800AX, GR-2200, GF

Risk And Classification
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Problem Types: CWE-22
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Operating System H3c Gr-1108-p Firmware All All All All

Hardware H3c Gr-1200w - All All All

Operating System H3c Gr-1200w Firmware All All All All

Hardware H3c Gr-1800ax - All All All

Operating System H3c Gr-1800ax Firmware All All All All

Hardware H3c Gr-2200 - All All All

Operating System H3c Gr-2200 Firmware All All All All

Hardware H3c Gr-3200 - All All All

Operating System H3c Gr-3200 Firmware All All All All

Hardware H3c Gr-5200 - All All All

Operating System H3c Gr-5200 Firmware All All All All

Hardware H3c Gr-8300 - All All All

Operating System H3c Gr-8300 Firmware All All All All

Reference Source Link
H3C ER series router system management has unauthorized access vulnerability MISC github.coi
GitHub - yinsel/CVE-H3C-Report: H3C GR series router system management has unauthorized access vulnerability ~ MISC github.coi
CVE-2023-5142: H3C ER6300G2 Config File userLogin.asp path traversal MISC vuldb.con
Login required MISC vuldb.con
CVE Program record CVE.ORG www.cve.
NVD vulnerability detail NVD nvd.nist.g

4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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