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CVE CVE-2023-51764

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-12-24 05:15:00 UTC

Updated 2024-01-30 14:15:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 38 All All All

Operating System Fedoraproject Fedora 39 All All All

Application Postfix Postfix All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Reference Source Link Tags
oss-security - Re: Re: New SMTP smuggling attack www.openwall.com Maili
oss-security - Postfix updated SMTP smuggling countermeasure www.openwall.com
www.youtube.com/watch www.youtube.com Explc
access.redhat.com/security/cve/CVE-2023-51764 access.redhat.com Thirc
github.com/eeenvik1/CVE-2023-51764 github.com Explc
Smuggling email inside of email [LWN.net] lwn.net

oss-security - Re: Re: New SMTP smuggling attack www.openwall.com
[SECURITY] Fedora 38 Update: postfix-3.7.9-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
www.postfix.org/smtp-smuggling.html www.postfix.org
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http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/postfix
http://cve.report/software/postfix/postfix
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://www.openwall.com/lists/oss-security/2023/12/25/1
https://www.openwall.com/lists/oss-security/2024/01/22/1
https://www.youtube.com/watch?v=V8KPV96g1To
https://access.redhat.com/security/cve/CVE-2023-51764
https://github.com/eeenvik1/CVE-2023-51764
https://lwn.net/Articles/956533/
http://www.openwall.com/lists/oss-security/2023/12/24/1
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JQ5WXFCW2N6G2PH3JXDTYW5PH5EBQEGO/
https://www.postfix.org/smtp-smuggling.html
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bugzilla.redhat.com/show_bug.cgi bugzilla.redhat.com
Postfix stable release 3.8.5, 3.7.10, 3.6.14, 3.5.24 www.postfix.org
[SECURITY] Fedora 39 Update: postfix-3.8.4-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
fahrplan.events.ccc.de/congress/2023/fahrplan/events/11782.html fahrplan.events.ccc.de
[SECURITY] [DLA 3725-1] postfix security update lists.debian.org
SMTP Smuggling - Spoofing E-Mails Worldwide - SEC Consult sec-consult.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

200061 Ubuntu Security Notification for Postfix Vulnerability (USN-6591-1)

200091 Ubuntu Security Notification for Postfix update Vulnerability (USN-6591-2)

284848 Fedora Security Update for postfix (FEDORA-2024-5¢186175f2)

285067 Fedora Security Update for postfix (FEDORA-2024-c839e7294f)

357022 Amazon Linux Security Advisory for postfix : ALAS2-2024-2420

357027 Amazon Linux Security Advisory for postfix : ALAS2023-2024-495

357073 Amazon Linux Security Advisory for postfix : ALAS-2024-1914

6000456 Debian Security Update for postfix (DLA 3725-1)

755544 SUSE Enterprise Linux Security Update for postfix (SUSE-SU-2023:4981-1)

755558 SUSE Enterprise Linux Security Update for postfix (SUSE-SU-2024:0012-1)

756080 SUSE Enterprise Linux Security Update for postfix (SUSE-SU-2024:1149-1)

907826 Common Base Linux Mariner (CBL-Mariner) Security Update for postfix (32296-1)
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