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Summary

CVE CVE-2023-51767

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-12-24 07:15:00 UTC

Updated 2024-01-29 20:00:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 39 All All All

Application Openssh Openssh All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link Tags

github.com/openssh/openssh-portable/blob/8241b9c0529228b4b86d88b1a6076fb... github.com

bugzilla.redhat.com/show_bug.cgi bugzilla.redhat.com Issue Tracking, Third Party Advisory

github.com/openssh/openssh-portable/blob/8241b9c0529228b4b86d88b1a6076fb... github.com

access.redhat.com/security/cve/CVE-2023-51767 access.redhat.com Third Party Advisory

[2309.02545] Mayhem: Targeted Corruption of Register and Stack Variables arxiv.org

ubuntu.com/security/CVE-2023-51767 ubuntu.com Third Party Advisory

CVE-2023-51767 OpenSSH Vulnerability in NetApp Products | NetApp Product Security security.netapp.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2023-51767/mitre
https://cve.report/CVE-2023-51767/nist
https://cve.report/CVE-2023-51767/cve_org
https://cve.report/CVE-2023-51767.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/openssh
http://cve.report/software/openssh/openssh
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://github.com/openssh/openssh-portable/blob/8241b9c0529228b4b86d88b1a6076fb9f97e4a99/auth-passwd.c#L77
https://bugzilla.redhat.com/show_bug.cgi?id=2255850
https://github.com/openssh/openssh-portable/blob/8241b9c0529228b4b86d88b1a6076fb9f97e4a99/monitor.c#L878
https://access.redhat.com/security/cve/CVE-2023-51767
https://arxiv.org/abs/2309.02545
https://ubuntu.com/security/CVE-2023-51767
https://security.netapp.com/advisory/ntap-20240125-0006/
https://www.cve.org/CVERecord?id=CVE-2023-51767
https://nvd.nist.gov/vuln/detail/CVE-2023-51767


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

38915 OpenSSH Multiple Vulnerabilities

38919 OpenSSH Authentication Bypass Vulnerability

908034 Common Base Linux Mariner (CBL-Mariner) Security Update for openssh (32269-1)

http://cve.report/qid/38915
http://cve.report/qid/38919
http://cve.report/qid/908034
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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