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Summary

CVE CVE-2023-5178

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-01 17:15:00 UTC

Updated 2024-04-03 14:15:00 UTC

Description A use-after-free vulnerability was found in drivers/nvme/target/tcp.c` in `nvmet_tcp_free_crypto` due to a logical bug in the NVMe-oF/TCP subsystem in the Linux kernel. This issue may allow a malicious user to cause a use-after-free and double-free problem, which may permit remote code execution or lead to local privilege escalation in case that the attacker already has local privileges.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.6 rc1 All All

Operating System Linux Linux Kernel 6.6 rc2 All All

Operating System Linux Linux Kernel 6.6 rc3 All All

Operating System Linux Linux Kernel 6.6 rc4 All All

Operating System Linux Linux Kernel 6.6 rc5 All All

Operating System Linux Linux Kernel 6.6 rc6 All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Solidfire Hci Management Node - All All All

Application Netapp Solidfire Hci Storage Node - All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All
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2241924 – (CVE-2023-5178) CVE-2023-5178 kernel: use after free in nvmet_tcp_free_crypto in NVMe MISC bugzilla.redhat.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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