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Summary

CVE CVE-2023-51780

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-11 19:15:00 UTC

Updated 2024-02-01 18:51:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 2.6.12 rc2 All All

Operating System Linux Linux Kernel 2.6.12 rc3 All All

Operating System Linux Linux Kernel 2.6.12 rc4 All All

Operating System Linux Linux Kernel 2.6.12 rc5 All All

Operating System Linux Linux Kernel 2.6.12 rc6 All All

Operating System Linux Linux Kernel 6.7 rc1 All All

Operating System Linux Linux Kernel 6.7 rc2 All All

Operating System Linux Linux Kernel 6.7 rc3 All All

Operating System Linux Linux Kernel 6.7 rc4 All All

Operating System Linux Linux Kernel 6.7 rc5 All All

References

Reference Source Link Tags

cdn.kernel.org/pub/linux/kernel/v6.x/ChangeLog-6.6.8 cdn.kernel.org Release Notes

atm: Fix Use-After-Free in do_vcc_ioctl · torvalds/linux@24e90b9 · GitHub github.com Patch

[SECURITY] [DLA 3711-1] linux-5.10 security update lists.debian.org Mailing List, Third Party Advisory
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[SECURITY] [DLA 3711-1] linux-5.10 security update lists.debian.org Mailing List, Third Party Advisory

[debian-lts-announce] 20240111 [SECURITY] [DLA 3710-1] linux security update lists.debian.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161392 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2024-12193)

200116 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6639-1)

200126 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6646-1)

200129 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6647-1)

200132 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6652-1)

200133 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6653-1)

200134 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6651-1)

200150 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6651-2)

200152 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6653-2)

200157 Ubuntu Security Notification for Linux kernel (StarFive) Vulnerabilities (USN-6651-3)

200158 Ubuntu Security Notification for Linux kernel (Low Latency) Vulnerabilities (USN-6653-3)

200160 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6647-2)

200165 Ubuntu Security Notification for Linux kernel (GKE) Vulnerabilities (USN-6653-4)

200171 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6681-1)

200183 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6681-2)

200192 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6681-3)

200203 Ubuntu Security Notification for Linux kernel (AWS) Vulnerabilities (USN-6681-4)

200221 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6716-1)

390295 Oracle VM Server for x86 Security Update for kernel (OVMSA-2024-0003)

6000418 Debian Security Update for linux (DSA 5593-1)

6000419 Debian Security Update for linux (DSA 5594-1)

6000428 Debian Security Update for linux-5.10 (DLA 3711-1)
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6000429 Debian Security Update for linux (DLA 3710-1)

755747 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0469-1)

755750 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0476-1)

755751 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0474-1)

755752 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0478-1)

755753 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0484-1)

755754 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0516-1)

755755 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0515-1)

755756 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0514-1)

755765 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0483-1)

755837 SUSE Enterprise Linux Security Update for the Linux Kernel RT (Live Patch 5 for SLE 15 SP5) (SUSE-SU-2024:0624-1)

755838 SUSE Enterprise Linux Security Update for the Linux Kernel RT (Live Patch 3 for SLE 15 SP5) (SUSE-SU-2024:0622-1)

755839 SUSE Enterprise Linux Security Update for the Linux Kernel RT (Live Patch 7 for SLE 15 SP5) (SUSE-SU-2024:0620-1)

755848 SUSE Enterprise Linux Security Update for the Linux Kernel RT (Live Patch 8 for SLE 15 SP5) (SUSE-SU-2024:0639-1)

755860 SUSE Enterprise Linux Security Update for the Linux Kernel RT (Live Patch 0 for SLE 15 SP5) (SUSE-SU-2024:0655-1)

755861 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 9 for SLE 15 SP5) (SUSE-SU-2024:0656-1)

755863 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 7 for SLE 15 SP5) (SUSE-SU-2024:0663-1)

755864 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 42 for SLE 15 SP2) (SUSE-SU-2024:0662-1)

755865 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 33 for SLE 15 SP2) (SUSE-SU-2024:0666-1)

755866 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 38 for SLE 15 SP3) (SUSE-SU-2024:0705-1)

755868 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 5 for SLE 15 SP5) (SUSE-SU-2024:0685-1)

755869 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 8 for SLE 15 SP4) (SUSE-SU-2024:0698-1)

755870 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 8 for SLE 15 SP5) (SUSE-SU-2024:0694-1)

755871 SUSE Enterprise Linux Security Update for the Linux Kernel (Live Patch 1 for SLE 15 SP5) (SUSE-SU-2024:0727-1)

907856 Common Base Linux Mariner (CBL-Mariner) Security Update for hyperv-daemons (33287-1)

907969 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (33345-1)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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