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CVE CVE-2023-5214

State PUBLIC

Assigner security@puppet.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-06 18:15:00 UTC

Updated 2023-11-02 01:51:00 UTC

Description In Puppet Bolt versions prior to 3.27.4, a path to escalate privileges was identified.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Puppet Bolt All All All All

Reference Source Link Tags
CVE-2023-5214 Privilege Escalation in Puppet Bolt | Puppet by Perforce MISC www.puppet.com
CVE-2023-5255 Denial of Service for Revocation of Auto Renewed Certificates | Puppet by Perforce  MISC www.puppet.com

CVE Program record CVE.ORG www.cve.org canot
NVD vulnerability detail NVD nvd.nist.gov canot
< B |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995564 Rubygems (Rubygems) Security Update for bolt (GHSA-289m-2964-f8g5)
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