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PUBLISHED

Linux

CVE Program / NVD first with legacy fallback
2024-11-05 10:15:24 UTC

2026-05-17 16:16:13 UTC

In the Linux kernel, the following vulnerability has been resolved: bpf: support non-r10 register spill/fill to/from stack in preci

Risk And Classification |

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000150000 probability, percentile 0.030650000 (date 2026-05-17)
Problem Types: CWE-476

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality
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CN/QK:-R /ANl /AC1 /PRI /1 H-N/K-11/C:*NI/1'NI/A-H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected b5dc0163d8fd78e64a7e21f309cf932fda34353e ecc2aeeaal08a355d84d3ca9c3d2512399a19429 git
CNA Linux Linux affected b5dc0163d8fd78e64a7e21f309cf932fda34353e 199045287374 1fa4b8d4d88958e929030b2f92b git
CNA Linux Linux affected b5dc0163d8fd78e64a7e21f309cf932fda34353e e4dab0feca4d35e1a9b03dcOaffa3354f9ff45e4 git
CNA Linux Linux affected b5dc0163d8fd78e64a7e21f309cf932fda34353e 4116f64e6999a837048b1bd13a2f8742964ecabb git
CNA Linux Linux affected 5.3

CNA Linux Linux unaffected 5.3 semver

CNA Linux Linux unaffected 6.6.64 6.6." semver

CNA Linux Linux unaffected 6.6.70 6.6.* semver

CNA Linux Linux unaffected 6.6.140 6.6.* semver

CNA Linux Linux unaffected 6.8 * original_commit_for_fix
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References

Reference Source Link Tags
git.kernel.org/stable/c/416f64e6999a837048b1bd13a2f8742964ecabb  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org  Mailing |
git.kernel.org/stable/c/ecc2aeeaa08a355d84d3ca9c3d2512399a194f29  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/199f0452873741fa4b8d4d88958e929030b2f92b  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/e4da60feca4d35e1a9b03dcOaffa3354f9ff45e4 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

CVE Program record CVE.ORG WWW.Cve.org  canonick

NVD vulnerability detail NVD nvd.nist.gov  canonic:

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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