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Summary

CVE CVE-2023-5449

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-13 17:15:00 UTC

Updated 2023-10-20 16:22:00 UTC

Description A potential security vulnerability has been identified in certain HP Displays supporting the Theft Deterrence feature which may allow a monitor’s Theft Deterrence to be deactivated.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp E22 G4 Fhd - All All All

Operating System Hp E22 G4 Fhd Firmware All All All All

Hardware Hp E23 G4 Fhd - All All All

Operating System Hp E23 G4 Fhd Firmware All All All All

Hardware Hp E24i G4 Wuxga - All All All

Operating System Hp E24i G4 Wuxga Firmware All All All All

Hardware Hp E24mv G4 Fhd - All All All

Operating System Hp E24mv G4 Fhd Firmware All All All All

Hardware Hp E24q G4 Qhd - All All All

Operating System Hp E24q G4 Qhd Firmware All All All All

Hardware Hp E24t G4 Fhd Touch - All All All

Operating System Hp E24t G4 Fhd Touch Firmware All All All All

Hardware Hp E27q G4 Qhd - All All All

Operating System Hp E27q G4 Qhd Firmware All All All All

Hardware Hp E27 G4 Fhd - All All All

Operating System Hp E27 G4 Fhd Firmware All All All All

Hardware Hp Elitedisplay E202 20-inch - All All All

https://cve.report/
https://cve.report/CVE-2023-5449/mitre
https://cve.report/CVE-2023-5449/nist
https://cve.report/CVE-2023-5449/cve_org
https://cve.report/CVE-2023-5449.pdf
http://cve.report/vendor/hp
http://cve.report/software/hp/e22_g4_fhd
http://cve.report/vendor/hp
http://cve.report/software/hp/e22_g4_fhd_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e23_g4_fhd
http://cve.report/vendor/hp
http://cve.report/software/hp/e23_g4_fhd_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e24i_g4_wuxga
http://cve.report/vendor/hp
http://cve.report/software/hp/e24i_g4_wuxga_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e24mv_g4_fhd
http://cve.report/vendor/hp
http://cve.report/software/hp/e24mv_g4_fhd_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e24q_g4_qhd
http://cve.report/vendor/hp
http://cve.report/software/hp/e24q_g4_qhd_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e24t_g4_fhd_touch
http://cve.report/vendor/hp
http://cve.report/software/hp/e24t_g4_fhd_touch_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e27q_g4_qhd
http://cve.report/vendor/hp
http://cve.report/software/hp/e27q_g4_qhd_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/e27_g4_fhd
http://cve.report/vendor/hp
http://cve.report/software/hp/e27_g4_fhd_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/elitedisplay_e202_20-inch


Hardware Hp Elitedisplay E202 20-inch - All All All

Operating System Hp Elitedisplay E202 20-inch Firmware - All All All

Hardware Hp Elitedisplay E230t 23-inch Touch - All All All

Operating System Hp Elitedisplay E230t 23-inch Touch Firmware - All All All

Hardware Hp Elitedisplay E243i 24-inch - All All All

Operating System Hp Elitedisplay E243i 24-inch Firmware - All All All

Hardware Hp Elitedisplay E243p 23.8-inch Sure View - All All All

Operating System Hp Elitedisplay E243p 23.8-inch Sure View Firmware - All All All

Hardware Hp Elitedisplay E273m 27-inch - All All All

Operating System Hp Elitedisplay E273m 27-inch Firmware - All All All

Hardware Hp Elitedisplay E273 27-inch - All All All

Operating System Hp Elitedisplay E273 27-inch Firmware - All All All

Hardware Hp M24m - All All All

Operating System Hp M24m Firmware All All All All

Hardware Hp M27ha Fhd - All All All

Operating System Hp M27ha Fhd Firmware - All All All

Hardware Hp M27m - All All All

Operating System Hp M27m Firmware All All All All

Hardware Hp P22h G4 Fhd - All All All

Operating System Hp P22h G4 Fhd Firmware - All All All

Hardware Hp P22va G4 Fhd - All All All

Operating System Hp P22va G4 Fhd Firmware - All All All

Hardware Hp P22 G4 22 Fhd - All All All

Operating System Hp P22 G4 22 Fhd Firmware - All All All

Hardware Hp P24v G4 - All All All

Operating System Hp P24v G4 Firmware - All All All

Hardware Hp P27h G4 Fhd - All All All

Operating System Hp P27h G4 Fhd Firmware - All All All

Hardware Hp P27v G4 - All All All

Operating System Hp P27v G4 Firmware - All All All

Hardware Hp Z22n G2 21.5-inch - All All All

Operating System Hp Z22n G2 21.5-inch Firmware - All All All

Hardware Hp Z23n G2 23-inch - All All All

Operating System Hp Z23n G2 23-inch Firmware - All All All

Hardware Hp Z24f G3 Fhd - All All All

Operating System Hp Z24f G3 Fhd Firmware All All All All
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Hardware Hp Z24i G2 24-inch - All All All

Operating System Hp Z24i G2 24-inch Firmware - All All All

Hardware Hp Z24nf G2 23.8-inch - All All All

Operating System Hp Z24nf G2 23.8-inch Firmware - All All All

Hardware Hp Z24n G3 Wuxga - All All All

Operating System Hp Z24n G3 Wuxga Firmware All All All All

References

Reference Source Link Tags

Certain HP Displays - Theft Deterrence | HP® Customer Support MISC support.hp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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