=

CVE-2023-5540

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2023-5540
State RESERVED
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-09 20:15:00 UTC
Updated 2023-11-16 19:00:00 UTC
Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fedoraproject Extra Packages For Enterprise Linux 7.0 All All All
Operating System Fedoraproject Fedora 38 All All All
Application Moodle Moodle All All All All
References |
Reference Source Linl
2243432 — (CVE-2023-5540, MSA-23-0032) CVE-2023-5540 moodle: authenticated remote code execution risk in IMSCP bug
Moodle.org: MSA-23-0032: Authenticated remote code execution risk in IMSCP | Moodle.org moc
Official Moodle git projects - moodle.git/search git.r
CVE Program record CVE.ORG ww\
NVD vulnerability detail NVD nvd
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284639 Fedora Security Update for moodle (FEDORA-2023-6880309d0e)

284640 Fedora Securitv Update for moodle (FEDORA-2023-a7b0d27d18)
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https://cve.report/CVE-2023-5540/mitre
https://cve.report/CVE-2023-5540/nist
https://cve.report/CVE-2023-5540/cve_org
https://cve.report/api/cve/CVE-2023-5540.json
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http://cve.report/vendor/fedoraproject
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http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
https://bugzilla.redhat.com/show_bug.cgi?id=2243432
https://moodle.org/mod/forum/discuss.php?d=451581
http://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-79409
https://www.cve.org/CVERecord?id=CVE-2023-5540
https://nvd.nist.gov/vuln/detail/CVE-2023-5540
http://cve.report/qid/284639
http://cve.report/qid/284640

285207 Fedora Security Update for moodle (FEDORA-2023-6bd1586dc5)

995878 PHP (Composer) Security Update for moodle/moodle (GHSA-w8x2-w4qr-v3x4)
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