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Summary

CVE CVE-2023-5557

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-13 02:15:00 UTC

Updated 2023-11-07 04:24:00 UTC

Description A flaw was found in the tracker-miners package. A weakness in the sandbox allows a maliciously-crafted file to execute code outside the sandbox if the tracker-extract process has first been compromised by a separate vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Tracker Miners All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link Tags

cve-details MISC access.redhat.com

2243096 – (CVE-2023-5557) CVE-2023-5557 tracker-miners: sandbox escape MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161221 Oracle Enterprise Linux Security Update for tracker-miners (ELSA-2023-7712)

161234 Oracle Enterprise Linux Security Update for tracker-miners (ELSA-2023-7732)

199942 Ubuntu Security Notification for tracker-miners Vulnerability (USN-6504-1)
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CVE.report and Source URL Uptime Status status.cve.report

242554 Red Hat Update for tracker-miners (RHSA-2023:7712)

242556 Red Hat Update for tracker-miners (RHSA-2023:7713)

242560 Red Hat Update for tracker-miners (RHSA-2023:7731)

242562 Red Hat Update for tracker-miners (RHSA-2023:7730)

242563 Red Hat Update for tracker-miners (RHSA-2023:7732)

242564 Red Hat Update for tracker-miners (RHSA-2023:7733)

242573 Red Hat Update for tracker-miners (RHSA-2023:7744)

242588 Red Hat Update for tracker-miners (RHSA-2023:7739)

379197 Alibaba Cloud Linux Security Update for tracker-miners (ALINUX3-SA-2023:0142)

755473 SUSE Enterprise Linux Security Update for tracker-miners (SUSE-SU-2023:4868-1)

941490 AlmaLinux Security Update for tracker-miners (ALSA-2023:7712)

941502 AlmaLinux Security Update for tracker-miners (ALSA-2023:7732)
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